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About WG Standardisation: Leadership, Vision, Highlights

Leadership:

Chair
Antonio Kung
Trialog

Vision:

To be recognized as a major contributor to the worldwide
interoperability, security, privacy and safety of loT and Edge
Computing systems and applications, and particulary for the
development of the market in Europe

Deliverables:
hitos: //giofi / st lardisation/

Highlights:
96 member organisations

193 participants

Main Achievements:

loT Landscape Reports = Cooperation with
SDOs/Alliances to

High priority gaps Reports foster co-creation and

loT relation and impact on interworking (MoUs
(beyond) 5G Reports and Liaisons)

High Level Architecture = SNS Partnership
Ontology Landscape = oneéG
Computing Confinuum = Stand.ICT - EU OS
Report « EGDC

= HLF on European
Standardisation

= ICT MSP

AIOTI signature event 2023

= SC41 Workshop

Standardisation workshop on energy, mobility
and buildings

ETSIloT Week
Webinars to promote reports (2 in 2024)
AIOTI Days 2024


https://aioti.eu/resources-standardisation/

Priorities 2025

WORK ITEM STATUS

Standardisation

Guidance onintegration computing continuum (includes security and privacy)

Stand.ICT Landscape loT

Stand.ICT Landscape Edge Computing Finalised

loT and relationto 5G and beyond

EU funded projectslandscape

HLA report R7

Computing Contfinuum

Stand.ICT Gaps loT

Stand.ICT Gaps Edge

Data to Ontology Mapping Ongoing

Ontology Landscape R2 Ongoing

AlintegrationinloT/Edge computing and computing continuum

Work just started by defining Table of Content Initiated
Work oniterations of content is ongoing Ongoing
Deliverable is finalised but not yet published or approved Finalised
Deliverable is approved and published Published
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Goal and Content of the Report

= Published on 31 January 2025: “loT and Edge Computing EU funded projects landscape, Release 3.0", Link to Report
= Goal of report:
= Analysis of the completed and ongoing EU funded projects focusing on loT and edge computing subjects for:

v leverage on existing loT and edge computing research and innovation challenges in Europe, as well as standardisation
activities

v' provide input to loT and edge computing standardisation gap analysis activities
= Method of collecfing information:

v' Using template

v' Analysis of public deliverables of the projects

v Inputs provided by AIOTI members coming
= Table of contents:

= Summary of used template
Title of the EU funded Project

) URL/Reference
Executive Summary . Abstract
1. loT EU funded projects landscape (46) - Starfing and (farget) end time of project
1.1 Completed Projects (27) «  loTand/or EC research challenges
1.2 Ongoing Projects (19) +  Expected/achieved activities on “Dissemination and
Impact on Standards”

2. Edge Computing (EC) EU funded projects landscape (50)
2.1 Completed Projects (20)
2.2 Ongoing Projects (30)

Annex |. Used Template for input collection


https://aioti.eu/wp-content/uploads/AIOTI-Report-EU-funded-research-projects-landscape-IoT-and-Edge-computing-R3-Final.pdf
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loT EU funded Completed Projects Landscape (2)
Standardisation Organisations and Initiatives projects’ activities

IoT EU funded Completed Projects Landscape
(Standardisation Organisations and Initiatives )
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Others: BDVA, 5GPPP, 5G ACIA, 6G-IA, NGMN, GSMA, CEN/CENELEC, StandICT, etc.

Source: AIOTI WG Standardisation — Release 3.0
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loT EU funded Ongoing Projects Landscape (1)
Technology and Marketing Dimensions
Vertical and Horizontal Domains

IoT EU funded Ongoing Projects Landscape
(Technology and Marketing Dimensions)
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loT EU funded Ongoing Projects Landscape (2)
Standardisation Organisations and Initiatives projects’ activities

IoT EU funded Ongoing Projects Landscape
(Standardisation Organisations and Initiatives )

Open source
Open
ETSI ISO / IEC IEEE SA ITU-T AIOTI 3GPP IETF W3C StandICT  standards
/& N \ N K ’ GEM\ ( Y i o3 1“H'EDT\ d By = = ~ 7T N )
g Sl o cooie | | SENEMO dNEMO £ neehele 2055
i HinextGem : ‘ &L0MMHECT @eorrex
: 0% omega-x A . @corTex
s 2%, OMeE ()insTar i 5 omega @ oo
RS ETS 1400 BEADY penSwarm PEDvolution
i @ om0 (5 exiGEM
()insTar ; 0
AlMS pPC;.JF,: '“-“C::-‘ 140 READY
ol )
\@w ROIS 4 K )\ e ) \ (&)INSTAR / L A\ o Ne oh N 7 X J
2 : N\
y PEDvolution !,.;"-'. T‘FC;’?:"J: = 7 {HEBT
&NEMO A nephele (8N GEM v o
S o TR
- %, OMesa-x @ &) INSTAR ar A

Others: BDVA, OneM2M, 5GPPP, 5G ACIA, 6G-IA, NGMN, NIST, CEN/CENELEC, ENISA, GAIA-X, BRIDGE, etc.
Source: AIOTI WG Standardisation — Release 3.0

e




Edge Computing EU funded Completed Projects Landscape (1)
Technology and Marketing Dimensions
Vertical and Horizontal Domains

Edge Computing EU funded Completed Projects Landscape

Edge Computing EU funded Completed Projects Landscape
(Technology and Marketing Dimensions)
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Edge Computing EU funded Completed Projects Landscape (2)
Standardisation Organisations and Initiatives projects’ activities

Edge Computing EU funded Completed Projects Landscape
(Standardisation Organisations and Initiatives )

Open source
Open
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Edge Computing EU funded Ongoing Projects Landscape (1)
Technology and Marketing Dimensions

Vertical and Horizontal Domains

Edge Computing EU funded Ongoing Projects Landscape
(Vertical and Horizontal Domains)

Edge Computing EU funded Ongoing Projects Landscape
(Technology and Marketing Dimensions)
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Edge Computing EU funded Ongoing Projects Landscape (2)

Standardisation Organisations and Initiatives projects’ activities

Edge Computing EU funded Ongoing Projects Landscape
(Standardisation Organisations and Initiatives )
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.
Summary

= Goal of this presentafion is to promote the key results documented in the “loT and Edge Computing EU funded projects
londscape, Release 3"

= 96 projects included (selected) (61 in R2.0)
= 4610T, 50 Edge Computing
= 47 completed, 49 ongoing

= loT projects landscape = Edge Computing projects landscape
= Chadllenges in (most effort): = Challenges in (most effort):
= System architecture = Platform architecture
» Data security » Cloud-edge-loT (CEl) computing continuum
= |nteroperability = Al support
» |ntelligence = Security
= Standardization = Standardization
= organizations and initiatives (most popular): = organizations and initiatives (most popular):
ETSI, AIOTI, ISO/IEC, 3GPP, ITU-T, TMF, IEEE SA, IETF, BDVA ETSI, AIOTI, StandICT, ISO/IEC, TMF, BDVA, 3GPP, ITU-T
= Activities: = Activities:
» Usage of standards » Usage of standards
= Contributions to technical reports and SDO's »  Contributions to SDO's
= Use case specific = Contributions to technical reports

.



N
Next Steps and Discussion

= Updated version of the report “IoT and Edge Computing EU funded projects landscape, Release 4" is planned with:
=  New projects added
= New technical challenges

=  Updated analysis of the standardisation activities

= Questions to the audience

= s this report useful for your community?

v Ifyes, we can have one-to-one meetings o discuss details on topics interesting for your community
= Are there any loT and Edge Computing EU funded projects known to your community that need to be included in a subsequent Release?

v Ifyes, we can have one-to-one meetings to discuss the way on how thisinput can be provided to AIOTI

= Open Discussion

.




Presentation of the
Report on Al, loT and Edge
Continuum relation and impact on
5G/6G R4 and use cases

Damir Filipovic, AlIOTI Secretary General
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Goal of the Report

= Published on 31 January 2025: Al loT and Edge Continuum relation and impact on 5G/6G R4

= Goal of the Report:

= The report highlights several Al, loT and Edge Computing vertical domain use cases collected by
AIOTI and determines the specific requirements they impose on the underlying 5G/6G network
infrastructure

= These use cases and requirements can be used by SDOs, such as 3GPP, ITU-T, ISO, and IEEE as
requirements for automation in vertical domains focusing on critical communications

= Changes in Release 4.

= 14 additional use cases in the areas of: (1) Digital Twin, (2) autonomous urban transportation, (3)
critical Infrastructure support applications (smart health and connected vehicles), (4) preliminary
6G use cases, (5) use of drones, (6) smart manufacturing and automation, (7) service trust and
liability management, (8) Edge-Cloud orchestration and (?) smart agriculture

:



https://aioti.eu/wp-content/uploads/AIOTI-Report-Impact-and-Relation-to-5G-6G-R4-Final.pdf

N
Summary of used template

= Method of collecting information:
= Using template
= Analysis of public deliverables of the 5G and 6G projects

= Content of the used template:

= Use Case (tifle)

= Description

= Source

= Roles and Actors

= Pre-conditions

= Triggers

= Normal Flow

= Alternative Flow

=  Post-conditions

= High Level llustration

= Potential Requirements
=  Radio Specific requirements



Content of the Report
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List of Tables 6 213.3 CODECO P3: MDS across Decentralised Edge-Cloud..........cuuiiiniiii s sisssssssessassasssses
Abbreviations 7
213.4 CODECO P4: Demand-side Management in Decentralized Grids..........c.ccocuniriiciinninnininninenenie,
1. Introduction..... 10
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Next Steps and Discussion

= The planis to initiate the work on Release 5.0 of the report in May
= Questions to the audience

= |5 this report useful for your communitye

v If yes, we can have one-to-one meetings to discuss details on fopics interesting for your community

= Are there any loT and Edge Computing EU funded projects known to your community that need 1o be included in
a subsequent Release?

v If yes, we can have one-to-one meetings to discuss the way on how this input can be provided to AIOTI

= Open Discussion

:



ERATOSTHENES - Standardization and Certification
Roadmap

e ERATOSTHENES contribution:
« Facilitate the secure development of digital products and their components

« Define cybersecurity rules for placing products on the market

« Define requirements for the design, development, and production of products
« Define requirements for the processes for handling vulnerabilities

« Establish rules on market surveilance and enforcement

« Establish different proof of conformity processes (self-declaration, third-party assessment)
depending on the category the products

:



ERATOSTHENES Pilot 1:

IDS Detection test

Connected Vehicles

Pilot 1: Connected Vehicles
Interaction with vehicle (V2V) and road

Infrastructure (traffic lights)

= @ ossteoau  ERABACONDashboar -

Help us improve the Elastic Stack
Usage collection is enabled. This allows us 10 learn what our users are most interested in, 50 we can improve our products and services, Refer ta our Privacy Statement

Dismiss

Full screern Share  Clone

» Software updates in the vehicles

2. Disable usage callection.

R ] Q1 Filter your data using KQ ~  Last 30 days C Refresh
Alerts timeline Alsrts timeline (copy) Top 5 alert classes

Top S values of class keyword v Count of records Median of priority ~

? rone 81024 3
g Count of records

% Denial of Service 18730 2

£

102379 :

S Potential Corporate Privacy Violation 88 1

alert timestamp per 12 hours Attempted Information Leak 87 2

Protocol statistics Engine's detection rules
Top 3 values of rule keyword ~  Top 3 values of msg.keyword ~ Count of records ~
ICMP TCP
51.07%  46.27% 116:434:1 (icmpd) ICMF ping Nmap 52058
1:10000004:1 Possible DoS Detected 19730
119:1:1 {http_inspect) URI has percent-encoding of an unres 5206
Other (stream_tep) reset outside window 1699
Othar (http_inspect) HTTP Content-Length message body 1671
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e
ERATOSTHENES Pilot 1: Connected Vehicles

Functional & Non-Functional Requirements

= Infegration of Advanced driver-assistance systems Platform Tool
client with ERATOSTHENEES modules

» Secure and Privacy-Preserving Information Sharing
Performance measures

= Time between first message send/receive, Timely response to
attacks (detailed fully in trials plan)

:



ERATOSTHENES Pilot 2: Smart Health

/ero-contact enrolment of users and devices
Integrate with third-party services.

Extending the platform with private devices
Emergency situations

Continuous monitoring and lifecycle
management of the Tellu service

Mongo Express

,,,,,,,,
te" u .

Trust Manager and e .-

Broker component ==
& .

Docker containers ...

VVVYVYVY

+
|
£

nnnnnnnn
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e
ERATOSTHENES Pilot 2: Smart Health

Data flow through the integration of three key technologies developed in the ERATOSTHENES project:
= Physically Unclonable Function (PUF)

= SelfSovereign ldentity (SSl)

= Distributed Ledger Technology (DLIT).

Key features
=  Automatic deployment and update of software
» End to End Cryptography

:



Questions from the Audience

Moderator: Damir Filipovic, AIOTI Secretary General



Wrap up and end of the Webinar

Damir Filipovic, AIOTI Secretary General



Thank you for listening

Any questions?
You can email us at sg@aioti.eu

Ky
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