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Background and Aims

Countries With the

The next generation Internet of Things and ifs integrated vision of MoOSt Data Centers @ .
everything, everywhere connected at all fimes (Al-loT Services) is T e
capable to bringing intelligence to the devices (edge-loT). . =
The Artificial Intelligence is immersed in all our daily activities, Al is T
reshaping all the living conditions and situational aspects of every
individual and our future role(s) that we all play in the society. R 2 B B B B B B
= — T @ +) ) =] — - L
The Internet as a global network needs to evolve incorporating 8590 Data Centres o1 4

this “global vision” and incorporate demands for orchestrating
and federating Al-powered solutions alike adding more
intelligent and decentralized computing capacity.

Al-l1oT systems have to evolve to facilitate big data processing
and storage at the edge, cloud systems have to evolve to
facilitate more intelligence for those applications using human-
related data at the edge, decouple Data Centers is required...

The Internet Architecture has become too complex, due to the
integration and extended use of loT, Big Data, and Al technologies,
Al&TI that it is impossible to consider only a monolithic configuration 3




Challenges
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Data centers use more electricity than entire countries ?

Domestic electricity consumption of selected countries vs. data centers in 2020 in TWh

Nigeria [l 29
Columbia - 73
Argentina [N 124
Egypt NN 153
South Africa _ 208
Data centers [ 200-250
Indonesia [ 266
UK [ -s6




Challenges

Cross-domain Data platforms and Information
systems that easily process and visualise information,
suitable for its use in edge environments instead of
cloud-based solutions, and particularly capable to
contain unigue personal human data characteristics
and perform complex analytics at the edge.

Enhance analytics capacity and capabilities at the
edge with more interoperable methods and forms of

data for multi-domain applications, thus make
possible that cloud-based analytics tools work
seamlessly and adapt to other domains af the edge.

Securing and protecting the capacity to test,

explore and build solutions with advanced cyber-
security features over federated multi-domain
collected Personal Human-Data, partficularly for large
amount of data, enabling the capacity for using
cyber-security methods and data protection.
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Personal human-data space is also about
protecting the environment and
developing technology-driven energy-
efficient with the capacity to process and
resolve data analytics and intelligent
services at the edge with minimal energy
consumption and computing resources.
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Solutions

The proposed solution relay in defining the basis,
foundations and implementations for both the research
and industrial communities but also general pubilic.

The Data Continuum, is the enabler of Edge-loT data
exchange and semantic interoperability promoting
the growth of cross-domain integrated personal data
spaces and services.

Understanding the Importance of Data Continuum enabling the Data
Exchange, and Semantic Interoperability with Trust in Future Networks

Martin Serrano®, Achille Zappa and Waheed Ashraf
University of Galway Ireland and *NIST International Associate - Corresponding Author
Data Science Institute - Insight SF1 Research Centre for Data Analytics
Galway City, Ireland
<martin.serrano, achille.zappa, waheed.ashraf>@insight-centre.org

The Data Continuum advanced the state of the art and
generated a reference implementation using the Edge

Impulse as presented and published in the |IEEE IECON 50t

Edition in November 2024. This pair reviewed technical paper is
published in the |IEEE 2024 IECON conference proceedings.

Data Continuum for Data Sharing and
Exchange

ABSTRACT

The Internet as a network for global communications and
exchange of information has continuously changed its

The Intemnet and its integrated vision of everything,
everywhere connected at all imes (ToT Services) have re-
shaped all the living conditions and situational aspects of
society. In times where everything is connected and fast

architecture, mainly as result of the continuous d ds for
more privacy and security alike processing capacity at the
edge of the network (i.e. smart connected devices). In this
paper,  vision aboul the origing of the Data Continuum, its
evolution towards becoming the enabler of data exchange
and semantic inleroperability and how it has promoted the
growth of cross-domain integrated data services is presented.
This is a paper describing the transition from data collection

ity are required and where IoT Services are
immersed in every aspect of our living conditions and life,
the data continuum emerges as a new paradigm aiming to
solve both scientific and technological challenges, thus the
need for further research and investigation about how to
integrate this new vision in the future networks and the loT
Stack is a concurrent demand within the scientific and
industrial communities.
This paper particularly look at describing and explaining

to data marketplaces in the context of the Future Networks o, B " i o
. i evolution and how the data continuum its considered not scientific aspects in relation to the Data Continuum and its
Data Continuum Edge-loT Smart Sensor Edge-Al Data Computing only an enhancing aefwork fochmique but 8 now techoology U in the Future Networks desigas and deployments and the
method, where Data and Information & Communications inﬂl{cncc over the data lifecycle in ord_cr to support modcm
f \ Technology in the form of new services can evolve rapidly. services, fast future network communications, security and
A bhor K i trusted connectivity, interoperability and data exchange.
r Keywords i : 3 2
This is a paper that discusses the evolution of the Intemet of
Business Level Butput handling or ) Internet, Data Continuum, Future Networks, Data Exchange, Things Stack and its consolidation not only as a collection of
(YAMNet: Fix Errors, Mechanics result Smart Sensor Process EdgeAl-aaS Information Systems, Semantic Interoperability, Internet of technologies but as a new paradigm where technology in the
Ercoctnendat ks Fr!eports etc) (Qutput or response Knowledge geAl-aa Things, loT-Science, Intelligent Services and Trust Systems.  form of real-world applications and science in the form of
. ! to the Process / [inteli new discoveries and inventions with rescarch and
1. INTRODUCTION investigation of all aspects at_:out loT systems, software and
Application Level 7 ) The Internet as a network for global communications and _ha:dl:'?: Els ‘:'dll as&n\f:rmnim:j;f.wmf, :‘“ﬁ“?m Flal‘fn‘g'“
(YAMNet Extensions: 521 Data Analytics Smart Sensor Knowledge exchange of information has continuously changed its P ronmOUCE T Uk AL Profrees are: lavaived:
Maintenance Ontology) (Runs the Model) Schemata Kaa$S hil including  wirel network  technologies, This paper presents a summary of key facts and methods
= lexdl particularly Smart Sensors Systems with advanced mﬂufancmg the flasr e\'oluu:m_ .of tl‘umre nbtwlolrlcs and
. connectivity services (Internet of Things) and recently ~ Provides in Section 2 the loT science definition and
Semantic I!U!I Data Aggregation SIartSensor Mioemation demanding more d‘-.,m processing capacity at mF edge. Man}- p:_lnc:[?lcs,_?csc‘nblllng them .|n the Dnmlr.s(l cf:of'ld_chfglﬂn_g aset
(YAMMNet: 521 Maintenance (Builds the Model) Scheme(s) laas aspects of human life and how data is influencing particular of scientific lle as a r ing in
Acoustic Detection Mappings) J (information) application areas i.e. smart cities, manufacturing, Section 3 a new vision that leverages the next generation of
automotive, healthcare, industrial processes ete, has changed loT d"’{l"‘"‘_mlr'“ services and "‘PP]‘U‘"‘[L’_“" introducing Fhe
Data Transh ~ ) mainly as result of the continuous demands for more privacy Data Continuum that focuses on explaining and re-defining
Middleware Level DT Smart Sensor and security and at the same time increase network trust. the IoT Cloud Data Stack approach to describe in full the data
[ tic models) (Tran/Gen Data Model(s) DaaS ) i : lifecycle or Data Continuum as part of the fulure network
bl IModel (Data) The modern Internet has evolved the vision about how in data modelling process. Section 4 look closely at the data
times of everything d and fast co iy, 8 new continuum as an important component not only in [oT Data-
Data Preprocessing . - paradigm that promotes a path for supporting data exchange centric applications but any Future Networks Systems.
Physical Level (Convert sensor data el Smart Sensor “I'db’rﬁ'mxmb’ms with tr;: 0 :_“:ﬁge f'mll. be ad”f;.r_ld Section 5 focuses on introducing the design aspects for a
(AudiaSet: AudioData, Videas) to the model » Data Series FaaS BAOURS, HIS IWINLERTL B YOS g (RN QOUMEDMIE. SRS trustworthy future networks including the main aspects
3 Ceheate rauE J  (Files) E:E:;::iﬁ:s::rl:n; g:zlon_ a;c:;i J::b]aa:} f,\z:;l::;::ts lt!.? mhiemmreei:}pa:[ \Elui is .‘i:p'lmraledwenh:nc; ?;u.ﬂ in
. : omin, L O Y L e future networks. Section 6 introduces research challenges
human life and it explains the Data Continuum in the form and trends on ToT and focuses on looking at the convergence
Information Modelin Engineerin tems ofa I:’ﬂh‘?d"]oh‘-)f for the future nelvmrks and “‘L"l'_' rclmlrant of technology and science. Section 7 finally provide the
ds the d. d
services improving the data prov g an 1]. concl and the most relevant references.
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Conclusions

We have provided best practices
addressing the challenge of defining
personal human-data spaces and
create awareness about the relevance
of this need and at the same time
securing solutions and defining needs
for data continuum, value for
commercial markets that can used the
methodology and implemented
solutions in edge-loT scenarios i.e.
automotive maintenance, personal
health devices, efc.

Semantics for Enhancing Communications- and
Edge-Intelligence-enabled Smart Sensors:
A Practical Use Case in Federated Automotive Diagnostics

Eaoin Jordan “!Ilﬂl Scrmano *
University of Galway versity of Galway
lnnghl‘i[-l Rmn:h( entre for

Edpe Impulse
coin@edgeimpulse.com

Thomas Roth
National Institute of Standards

and Technelogy - Smart
Connected Systems Division
Gaithersburg, MD LS A
thomas rothi@mnist. gov

 Abstract—Modern sige artifictal nelligence (A1) chipsets md
nsOrs support real-

:LM data pwmdnr. nd f vent dmﬂlnu -t llit signal seuree.
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signals but also to interpret (knowledge-based) and analyze the
aggregated information {semantics) to enable decisions and
actions. These smant sensors have more capabilities including:
1) a set of physical sensors, 2) analog signal conditioning,
analog-to-digital conversion, and sensor data pruuusmng usmg
mhclllp,ell pow::rv:d lgorithms, 3} timing and

for better comprebension and self-descriptive applications. rhu
paper Identifies and cxplains the advantages of semantics and
ontology engincering in integrating edge Al-enabled smart sensors
and their applications inte federated automotive systems. Bullding
on demonstrated work using AudieSet for event detection, the
application presented as an Al mechanic m ¢ edge demonstrates
how smart sensar hon of how

with an optional external time reference, and
4! nctwwk communications wnl| the ph_ﬁ)cal world [6]. Smart
SENSOT ion will g how semantics
can improve actual market sensor comemumi cations,

This paper explores the potential of semantics with an
automative use case through a suggested update of the

automaotive diagnostic trouble codes lm’{‘u] are gemersted and
prncrmd. ‘While DTCs and their logie are to facilitate
correct assembly and repair, they do not always clearly Indicate
the underlying isswe. This paper also underlines the need to review
ontelogies and semantic models for smart sensor siandard
specifications in light of Al-enabled smart sensors.

Keywards— Artificial Industry, Edge
Intelligence, Internet or Things, Ontelogy Emgineering, Semantic
Technologics, Smart Semsors.

ic trouble codes (nn 5} [7] created by the
Society of bile E I before the
rise of Edge AL Al- -mhhx! m.m !nlsurx in vehicles can assert
component conditions and cope with the federated management
(i.e. ity, events

orchestrated functions, policy- basod werallon ete.) required in
modern the case in
remote  diagnostics, where rulcra( d management has the
potential 1o solve many of the problems of interoperability and
mh:yatlon [#]. Real-time audio pnx*cssmg and event dcl.«'uon
are major in cument systems. Audi

L INTRODUCTION detection can be wtilized 10 detect a fault with the engin um
Semantic technologies are largely used in Web that the vehicle's engine control
as developed and recommended by the World Wide Web  module (ECM) or engine control unit (ECU). The high-fidelity

Consortium  (W3C) [1]. Semantics have demonstrated
significant capacity for sharing and exchanging information

audio captured during faulty conditions can be semantically
labelled and used with data-driven training (semantic

across the Web by adding a data layer for imp g

to produce a mode] for de!ccnrlg faults.
Initially, e seen s 8

based services. With the advent of edge artificial i
(A} chipsets and frameworks, semantics are penetrating edge-
based technologies to enable real-time event detection at the

signal source [2]. In cument intelligem environments, new
requirements emerge when multiple systems need to be
and federated sysiems are a solution

that has potential for adopting advanced sensors with Edge Al
[3][M]5]. The vision for Al-enabled intelligence relies on
sensors that will possess the capability not just to transmit

The methods and advances presented,

I.e. Edge-loT, Data Continuum and Federated Security framework,

and the reference implementations available as open source
software (FOSS) are part of the solutions/conftributions presented in
this 2025 AIOTI Award submission for the Research Category.

Al@TI

systems with mare intelligence. oer,
play sensors are commercially available and more acces: shl.c
neural processing unit (NPLT) chlpscis are st.amng 1o be used in
the automotive industry, this intelligence is advancing very
quickly. Chipsets designed for low-power audio event detection

[9] offer a unique opportunity to intersect with the automotive
industry's needs identified through the SAE standards to enhance
energy efficiency and sustainability [10]. In this paper, Edge Al

< IEEE ot teo @'
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