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An architecture and interoperability issue

Virtual word

Energy
domain

AI, IoT, Digital twin

Other
domain

Safety, Security, Privacy, Resilience
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ISO/IEC JTC 1/SC 41 Internet of Things

• History (https://jtc1info.org/sd-2-history/jtc1-subcommittees/sc-41/) 

• November 2016

• Creation of SC41: IoT and related technologies
• November 2020

• Adding Digital Twins in the scope

• Scope (https://www.iec.ch/dyn/www/f?p=103:7:16160045003496::::FSP_ORG_ID,FSP_LANG_ID:20486,25)

• Standardization in the area of Internet of Things and Digital Twin, including their 
related technologies.

• Serve as the focus and proponent for JTC 1’s standardization programme on 
the Internet of Things and Digital Twin, including their related technologies.

• Provide guidance to JTC 1, IEC, ISO and other entities developing Internet of 
Things and Digital Twin related applications.

AIOTI days Sept 21 2024

https://jtc1info.org/sd-2-history/jtc1-subcommittees/sc-41/
https://www.iec.ch/dyn/www/f?p=103:7:16160045003496::::FSP_ORG_ID,FSP_LANG_ID:20486,25


4

Published Standards (Yellow tags are Digital Twins Standards, black tags relate to Data)
(TR technical report – TS technical specification)
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Underwater acoustic

networkSensor networkApplicationInteroperabilityFoundational 4

20924 Ed2 2024
IoT and digital twin – 

Vocabulary

21823-1 2020
IoT interoperability - 

framework

21823-2 2020
IoT transport interoperability

21823-3 2021
IoT semantic interoperability

21823-4 2022
IoT syntactic interoperability

30101:2014  SN and its 

interfaces for smart grid 

system

30141 Ed2 2024
IoT reference architectures

30147 2021 Integration of 

IoT trustworthiness in 

ISO/IEC/IEEE 15288

30164 2020
IoT Edge computing

30165 2021
Real-time IoT

30166 TR 2020
Industrial IoT

30176 TR 2021 Integration 

of IoT and DLT/blockchain: 

use cases

19637 2016
SN testing framework

20005 2013 Collaborative 

information processing in 

intelligent SN

22417 TR 2017
IoT use cases

22560 TR 2017 SN - 

Aeronautics active air-flow 

control

29182-1 2017 SNRA 

General overview and 

requirements

29182-2 2013 SNRA 

Vocabulary and terminology

29182-3 2014 SNRA 

Reference architecture 

views

29182-4 2013 SNRA Entity 

models

29182-5 2013 SNRA 

Interface definitions

29182-6 2014 SNRA 

Applications

29182-7 2015 SNRA 

Interoperabiity guidelines

30128 2014 Generic SN 

Application Interface

30140-1 2018  UWASN – 

Overview and requirements

30140-2 2017  UWASN – 

Reference architecture

30140-3 2018  UWASN – 

Entities and interfaces

30140-4 2018  UWASN – 

Interoperability

30142 2020  UWASN –  

Network mgt system 

overview & requirements

30142-2 2020  UWASN –  

Network management 

system u-MIB

30143 2020  UWASN –  

Application profiles

30161-1 2020 Data 

exchange platform for IoT - 

Requirements & architecture

30161-2 2023 Data 

exchange platform for IoT – 

Transport interoperabiltiy

30162 2022 Compatibility 

requirements within 

industrial IoT systems

30163 2021 SN-based 

integrated platform for 

chattel asset monitoring

30169 2022 IoT 

applications for electronic 

label systems (ELS)

30171-1 2022 B-UWAN -

Overview and requirements

30179 2023 IoT system for 

ecological environment 

monitoring

30168:2024 TS Generic 

Trust Anchor API for 

Industrial IoT Devices

30172 TR 2023

Digital twin use cases 

30173:2023 Digital twin

concepts and terminology

30149 TS 2024

IoT trustworthiness

principles
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SC41 Standards under development
(Yellow tags are Digital Twins Standards, black tags relate to Data)
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Applications

Foundational

Underwater

Interoperability

30188

Digital twin Reference 

Architecture (WG6)

21823-5 Behavioral and 

policy interoperability (WG4) 

TR PWI 11 Digital twin 

correspondence measure of 

DTw twinning (WG6)

30141 Ed2 IoT reference

architecture (WG3)

30181 Functional 

architecture for resource ID 

interoperability (WG4)

30187 Evaluation indicator 

for IoT systems (WG5)

30178 IoT Data format, 

value and coding (WG4)

30194 TR Best practices for 

use case projects (SC41)

30180 Status of self-

quarantine through IoT data 

interfaces (WG5)

30184 Autonomous IoT 

object identification in 

connected home (WG5)

30189-1 TR IoT-based 

cultural heritage mgt –  

Framework (WG5)

TR PWI 13 IoT Apps for 

long-distance oil & gas 

transmission pipeline (WG5)

30177 Underwater network 

mgt system (U-NMS) 

interworking (WG7)

TR PWI 10 IoT-based 

cultural heritage mgt - Use 

cases  (WG5)

PWI 15 System reqs of IoT-

based fixed asset seizure 

management (WG5)

TR PWI 12 Environmental 

effect of underwater acoustic 

signalling  (WG7)

30152 IoT and

digital twin integrations in 

data spaces (WG6)

NP 30151 Digital Twin – 

Extraction and transactions 

of data products (WG6)

TR PWI 18 Guidance on IoT 

application to home 

healthcare (WG5)

NP 30153 Digital twin – 

Guidelines for digital entity 

modelling (WG6)

30197 IoT for stress 

management, good health 

and well-being (WG5)

30198 Edge computing 

gateway interoperability 

framework (WG4)

30186 Digital twin maturity

model (WG6)

30195 TR IoT Applications 

for Long-distance Oil and 

Gas Pipeline

30196 TR IoT applications 

for natural gas distribution 

system (WG5)

63573-1 Multi-modal 

underwater wireless com. 

tech – overview & reqs.

TR 40141 Guidance on 

reference archtiecture 

PWI Architecture 

considerations IoT – Edge 

- Cloud
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Standards under development

JTC 1/SC 41 Interoperability

ISO/IEC 30151 Digital Twin
- Extraction and 

transaction of data 
products

JTC 1/SC 41 Architecture

ISO/IEC 30152 Guidance on 
connection to data spaces

IoT and digital twins

ISO/IEC 30153 Digital Twin
- Guidelines for digital 

entity modeling

ISO/IEC 30186 Digital twin 
– Maturity model and 

guidance for a maturity 
assessment

ISO/IEC PWI Fidelity metric
of digital twin system

ISO/IEC 30188
Digital Twin – Reference 

architecture
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ISO/IEC 30188 Digital Twin Reference Architecture 
(Working Draft)

Smart building, Smart 
manufacturing, Digital 

healthcare, …

Digital twin
Reference

architecture

Patterns

Customized with

Guides

Implementation
architecture 

Define

Guides
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ISO/IEC 30188 Digital Twin Reference Architecture
Conceptual view

Target entity
environmentTarget entity

Digital entity Digital entity
environment

Has context

Synchronization

Digital
functions

Target
functions

Digital twin system

Has context

Observable
elements

Observable
elements
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ISO/IEC 30188 Digital Twin Reference Architecture
Lifecycle view

Digital entity

Target entity

Conceptualication Design Deployment
Operation and 

monitoring
Retirement

Conceptualisation Recycling

Development

Design Deployment
Operation and 

monitoring

Development

Synchronisation
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ISO/IEC 30188 Digital Twin Reference Architecture
Interoperability view

Target entity
environment

Target entity

Digital entity

Digital entity
environment

Synchronization

Digital twin system

1

2

Observable elements

Observable elements

2

Target entity

Digital entity

Synchronization

Digital twin system

Target entity

Digital entity

Synchronization

Digital twin system

3

1 Inner interoperability

2 Outer interoperability

3 Transversal interoperability



11
11

Standards under development
PublishedUnder development

JTC 1/SC 41 Interoperability

ISO/IEC 30151 Digital Twin
- Extraction and 

transaction of data 
products

JTC 1/SC 41 Architecture

ISO/IEC 30152 Guidance on 
connection to data spaces

IoT and digital twins

ISO/IEC 30153 Digital Twin
- Guidelines for digital 

entity modeling

ISO/IEC 30186 Digital twin 
– Maturity model and 

guidance for a maturity 
assessment

ISO/IEC PWI Fidelity metric
of digital twin system

ISO/IEC 30188
Digital Twin – Reference 

architecture
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ISO/IEC 30186 Maturity model and guidance for a 
maturity assessment (DIS)
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Standards under development
PublishedUnder development

JTC 1/SC 41 Interoperability

ISO/IEC 30151 Digital Twin
- Extraction and 

transaction of data 
products

JTC 1/SC 41 Architecture

ISO/IEC 30152 Guidance on 
connection to data spaces

IoT and digital twins

ISO/IEC 30153 Digital Twin
- Guidelines for digital 

entity modeling

ISO/IEC 30186 Digital twin 
– Maturity model and 

guidance for a maturity 
assessment

ISO/IEC PWI Fidelity metric
of digital twin system

ISO/IEC 30188
Digital Twin – Reference 

architecture
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ISO/IEC 30153 Digital Twin - Guidelines for digital entity
modeling (working draft)

Process of digital entity modeling
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Standards under development
PublishedUnder development

JTC 1/SC 41 Interoperability

ISO/IEC 30151 Digital Twin
- Extraction and 

transaction of data 
products

JTC 1/SC 41 Architecture

ISO/IEC 30152 Guidance on 
connection to data spaces

IoT and digital twins

ISO/IEC 30153 Digital Twin
- Guidelines for digital 

entity modeling

ISO/IEC 30186 Digital twin 
– Maturity model and 

guidance for a maturity 
assessment

ISO/IEC PWI Fidelity metric
of digital twin system

ISO/IEC 30188
Digital Twin – Reference 

architecture
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Management of models

…Digital Entity

Element

Fusion Fusion FusionFusion

Data Product

Extraction

process

DataSpace (ISO/IEC 20151 in SC38)

Growth situation Ageing situation Metabolic situation Skeletal situation

Height and weight
Glyco

metabolism

Heartbeat

frequency
Blood index

BMD (Bone 

mineral density)

ISO/IEC 30151 Extraction and transaction of data 
products (under ballot)

16
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Standards under development
PublishedUnder development

JTC 1/SC 41 Interoperability

ISO/IEC 30151 Digital Twin
- Extraction and 

transaction of data 
products

JTC 1/SC 41 Architecture

ISO/IEC 30152 Guidance on 
connection to data spaces

IoT and digital twins

ISO/IEC 30153 Digital Twin
- Guidelines for digital 

entity modeling

ISO/IEC 30186 Digital twin 
– Maturity model and 

guidance for a maturity 
assessment

ISO/IEC PWI Fidelity metric
of digital twin system

ISO/IEC 30188
Digital Twin – Reference 

architecture
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• Integration of digital twins in a complex ecosystem

• Connecting IoT systems to data spaces

• Using connectors

• Patterns

• Connecting digital twin systems to data spaces

• Using connectors

• Patterns

• Examples

ISO/IEC 30152 IoT and digital twins – Guidance on 
the connection to data spaces

18



Example 1

Concern:

Integration of 
digital twins in 
a complex 
ecosystem

19
Source: AIOTI report 2024



Example 2

Concern:

Integration of 
digital twins in 
a complex 
ecosystem

20
Source: AIOTI report 2024
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Standards under development
PublishedUnder development

JTC 1/SC 41 Interoperability

ISO/IEC 30151 Digital Twin
- Extraction and 

transaction of data 
products

JTC 1/SC 41 Architecture

ISO/IEC 30152 Guidance on 
connection to data spaces

IoT and digital twins

ISO/IEC 30153 Digital Twin
- Guidelines for digital 

entity modeling

ISO/IEC 30186 Digital twin 
– Maturity model and 

guidance for a maturity 
assessment

ISO/IEC PWI Fidelity metric
of digital twin system

ISO/IEC 30188
Digital Twin – Reference 

architecture
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Looks and behaves similar ?
https://cmte.ieee.org/futuredirections/2017/09/27/can-we-have-a-digital-twin/

22
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•Twinning interface 

•Control, Short path

•Sensor data (GPS) 

•www.alamy.com/typical-new-york-
city-street-view-image241338592.html

https://www.sygic.com/what-

is/voice-guided-navigation

23
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•https://ru.pinterest.com/pin/137922807328651263/
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Thanks

25 September 2024 
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