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Executive Summary

The AIOTI High-Level Architecture (HLA) Report is the outcome of comprehensive discussions of the
AIOTI WG Standardisation focusing on large -scale loTand Edge Computing  pilot deployments and
related work s of the Standards Development Organisations (  SDOs).

Specifically, this report presents the use of ISO/IEC/IEEE 42010within the lIoT domain and proposes
different deployment options considering architectural matters related to cloud and edge
computing, Big Data, virtualization, security, privacy and (platform) interoperability

Based on past discussions within AIOTI WG Standardisation, this Release provides enhancements on
the following new or partially developed topics, still with respect to 10T architectural concerns:

A ISO/IEC 30141:2024 10T - Reference architecture
A Relationship to EUCloudEdgeloT.eu Open Continuum Reference and Mapping of HLA to

Compositional view of the Continuum Reference Architecture, based on results from the

following in EUCloudEdgeloT.eu projects: 6G  -Cloud architecture, COGNIT Architecture and
CODECO Architecture

A Generative Al, Al Agents and Agentic Al
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1. Objectives

This document provides a proposal for a high -level loT and Edge Computing  architecture to serve
as a basis for discussion within AIOTI, referred to as the AIOTI HLA (High -level architecture). The
proposal results from discussions within the  AIOTI WG Standardisation and takes into account the
work of Standards Development Organisations (SDOs) , Consortia, and Alliances in the IoT  and Edge
Computing space.

This document:

A Introduces the use of ISO/IEC/IEEE 42010 by AIOTI WG Standardisation
A Presents a Domain Model and discusses the 0thingéo
A Presents a Functional Model

A Introduces the Identifiers for lIoT

A Provides deployments considerations related to relevant loT architectural matters such as

cloud and edge computing, Big Data, virtualization, security, privacy and (platform)
interoperability

A Links this work with the AIOTI WG Standardisation Semantic Interoperability work and the SDO
Landscape work

A Provides mapping examples to some existing SDO/AI
functional models: ITU -T, oneM2M, IIC, BDVA.

A Establishes the link to other architectures and frameworks such as Big Data and loT -enabled
Data Marketplaces

The annexes provide different types of information, including possible relationships of the HLA
functional model with other models.

Based on past discussions within  AIOTI WG Standardisation , thisRelease provide senhancements on
the following new or partially developed topics, still with respect to 10T architectural concerns:

A ISO/IEC 30141:2024 10T - Reference architecture
A Relationship to EUCloudEdgeloT.eu Open Continuum Reference and Mapping of HLA to

Compositional view of the Continuum Reference Architecture , based on results from the
following in EUCloudEdgeloT.eu projects: 6G  -Cloud architecture, COGNIT Architecture and
CODECO Architecture

A Generative Al, Al Agents and Agentic Al

© AIOTI. All rights reserved . 7
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2. Use of ISO/IEC/IEEE 42010

A key recommendation from AIOTI WG Standardisation is that architectures should be described
using the ISO/IEC/IEEE 42010 standard. This standard motivates the terms and concepts used in
describing an architecture and provides guidance on how architecture descriptions are captured

and organized.

ISO/IEC/IEEE 42010 expresses architectures in terms of multiple views in which each view adheres to

a viewpoint and comprises one or more architecture models. The ISO/IEC/IEEE 42010 standard
specifies minimal requirements for architecture descriptions, arc hitecture frameworks, architecture
description languages and architecture viewpoints.

AIOTI WG Standardisation recommends using ISO/IEC/IEEE 42010 to capture relevant views and

supporting models.

The Al OTI HLA described in this document puts the 0f
creation. While the body of the proposal is consistent with ISO/IEC/IEEE 42010, AIOTI WG
Standardisation does not provide a complete architecture description for 1oT which conforms to

the standard. Figure 1 provides an overview of architectural models as described in ISO/IEC/IEEE

42010.

Domain model Communication model Ll Functional model

aUdresses entities of informs

extends constrains informs groups
Information model

—

instructs has inpact on

Physical-entity model consye:ns Integrity model

Figure 1: Architectural Models based on ISO/IEC/IEEE 42010

With respect to Figure 1, AIOTI WG Standardisation focuses its recommendations on the Domain
and Functional models (while other models can be considered for future releases of this document):

A The Domain Model describes entities in the loT domain and the relationships between them.

A The Functional Model describes functions and interfaces (interactions) within the loT domain.

© AIOTI. All rights reserved . 8
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3. AIOTI Domain Model

The AIOTI Domain Model is derived from the IoT -A Domain Model. A more detailed description of
the 1oT-A domain model is available under this reference [1].

User
Legend
> contingent on
communication
== “symbolic”
Invokes
PR associated  [TVirtual
: ' - |_Entity
lexposes
loT Device /
/ models & tracks
Interacts with /
‘/,'
“Things” |

Figure 2: Domain Model

The domain model , shown in Figure 2, captures the main concepts and relationships in the domain
at the highest level. The naming and identification of these concepts and relationships provide a
common lexicon for the domain and are foundational for all other models and taxonomies.

In this model, a User (human or otherwise) interacts with a physical entity, a Thing. The interaction is
mediated by an IoT Service which is associated with a Virtual Entity, a digital representation of the
physical entity. The 10T Service then interacts w ith the Thing via an IoT Device which exposes the
capabilities of the actual physical entity.

© AIOTI All rights reserved .
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4. AIOTI Functional model

The AIOTI Functional Model describes functions and interfaces (interactions) within the domain.

Interactions outside of the domain are not excluded, e.g. for the purpose of using a big data
functional model.

4.1 AIOTI layered approach

The functional model of AIOTI is composed of three layers as depicted in Figure 3:

A The Application layer: contains the communications and interface methods used in process

to -process communications

A The loT layer: groups loT specific functions, such as data storage and sharing, and exposes

those to the application layer via interfaces commonly referred to as Application

Programming Interfaces (APls). The |l oT | ayer

A The Network layer: the services of the Network layer can be grouped into data plane

services, providing short and long range connectivity and data forwarding between entities,
and control plane services such as location, device triggering, QoS or determinism.

Application layer

loT layer

Network layer

Figure 3: AIOTI three -layer functional model

NOTE The term layer is used here in the software architecture sense. Each layer simply represents a

grouping of modules that offer a cohesive set of services; no mappings to other layered models or
interpretation of the term should be inferred.

© AIOTI. All rights reserved .
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4.2 AIOTI High level functional model

The AIOTI functional model describes functions and interfaces between functions of the 10T system.
Functions do not mandate any specific implementation or deployment; therefore, it should not be

assumed that a function must correspond to a physical entity in an operational deployment.

Grouping of multiple functions in a physical equipment remains possible in the instantiations of the

functional model. Figure 4pr ovi des a high | evel Al OTI functional r
HLA functional model 6.

,QO

1 1
Application
layer

loT
layer

tniigs

Network
layer

1 ) Commands/data structure 3 ) Data plane S ) Horizontal services

2) Interfaces to access loT capabilities 4 ) Network control plane interfaces (location, QoS, etc)

Figure 4: AIOTI HLA functional model

Functions depicted in  Figure 4 are:

A App Entity: is an entity in the application layer that implements loT application logic. An App
Entity can reside in devices, gateways or servers. A centralized approach shall not be
assumed. Examples of App Entities include a fleet tracking application entity, a remo te blood
sugar monitoring application entity, etc.

A loT Entity: is an entity in the 10T layer that exposes loT functions to App Entities via the interface
2 or to other IoT entities via interface 5. Typical examples of loT functions include: data
storage, data sharing, subscription and notification, firmware upgrade of a device, access

right management, location, analytics, semantic discovery etc. An 0T Entity makes use of
the underlying Networksd data plane interfaes to
Additionally, interface 4 could be used to access control pl ane network services such as

location or device triggering. When designing loT based systems, it can be convenient to
take a knowledge centred perspective that hides the details of 10T devices and their
communication technologies in favour of semantic descriptions of virtual objects, their
affordances and informat ion models (ontologies). A knowledge centred perspective
enables a system of systems approach for distributed knowledge fusion and low code
(intent -based) control, as well as simplifying orchestrat  ion and overall management.

A Networks: may be realized via different network technologies (PAN, LAN, WAN, etc.) and
consist of different interconnected administrative network domains. The Internet Protocol
typically provides interconnections between heterogeneous networks. Depending on the
App Entities needs, the network may offer best effort data forwarding or a premium service
with QoS guarantees including deterministic guarantees. According to this functional model
a Device can contain an App Entity and a Network interface, in this case it could use an loT
Entity in the gateway for example. This is a typical example for a constrained device. Other
devices can implement an App Entity, an IoT Entity and a Network interface.

© AIOTI. All rights reserved . 11
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Interfaces depicted in  Figure 4 are:

A 1: defines the structure of the data exchanged between App Entities (the connectivity for
exchanged data on this interface is provided by the underlying Networks). Typical examples
of the data exchanged across this interface are: authentication and authorizat ion,
commands, measurements, etc.

A 2:this interface enables access to services exposed by an loT Entity to e.g. register/subscribe
for notifications, expose/consume data, etc.

A 3: enables the sending/receiving of data across the Networks to other entities.

A 4: enables the requesting of network control plane services such as: device triggering (similar

to owakAN6on n | EEE 802), |l ocation (including subsc
deterministic delivery for a flow, etc.

A 5: enables the exposing/requesting services to/from other loT Entities. Examples of the usage
of this interface are to allow a gateway to upload data to a cloud server, retrieve software
image of a gateway or a device, etc.

The AIOTI HLA enables the digital representation of physical things in the loT Entities. Such
representations typically support discovery of things by App Entities and enable related services

such as actuation or measurements. To achieve semantic interoper ability, the representation of
things typically contains data, such as measurements, as well as metadata. The metadata provide
semantic descriptions of the things in line with the domain model and may be enhanced/extended

with knowledge from specific verti  cal domains. The representation of the things in the 10T Entities is
typically provided by App Entities or I0T Entities residing in devices, gateways or servers.

A one to one mapping between a physical thing and its representation shall not be assumed as
there could be multiple representations depending on the user needs.

Figure 5 provides the relationships between the physical things, their representations and the link to

semantic metadata which are an instantiation of the domain model described earlier in this
document. Further information about AIOTI Semantic Interoperability is available from [6].

things

AN

Data (e.g.

g temperature
)

Domain model

Metadata
Semantic
description
Other metada (e.g.
> digital right
management and
privacy related)

Figure 5: Relationship between a thing, a thing representation and the domain model

instantiates

© AIOTI. All rights reserved . 12
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4.3 HLA Security and Management considerations

Security and Management are fully recognized as important features in the AIOTI HLA. AIOTI HLA
argues that security and management should be intrinsic to interface specifications.

All the depicted interfaces shall support authentication (including mutual authentication),
authorization and encryption at hop by hop level. End to end application level security could also

be achieved via securing interface 1. It is fully recognized that there could be additional and
diverse security needs for the different LSPs.

As far as security and management are concerned, there are several aspects of interest, including
without limitation the aspects set forth below:

A Device and gateway management are broadly defined as software/firmware upgrade as
well as configuration/fault and performance management. Device management can be
performed using interface 5 via known protocols e.g. BBF TR -069 and OMA LWM2M.
Additionally Device and gateway management c ould also be exposed as features to cloud
applications using interface 2.

A Infrastructure management in terms of configuration, fault and performance is not handled
in this version of the HLA but is fully recognized as important aspect for future study.

A Data life cycle management , which is relevant in each of the three main layers set forth in
paragraph 5.1 if, where and to the extent any data enters, travels through, is derived or is
otherwise processed in such layer or between several layers. Data management takes the
data -centr ic approach in order to focus on the specific data and its data classification(s),
the phase(s) of the data life cycle will be in when processed in such layer(s), and the
respective processing purposes. The data life cycle can be splitin seven main phases as set
forth below, where each phase will need to be taken into account, on the basis of if, where
and to what extent applicability:

A Obtain/collect
A Create/derive
A Use

A  Store

A Share/disclose
A Archive

A Destroy/Delete

A Digital rights management includes identity, access, rights of use and other control and rights
management of the application, loT and network layers, as well as the data therein,
including without limitation derived data (metadata) control and use thereof.

A Compliance management , when such data life cycle and digital rights management are
landscaped, the respective actors identified and the authentication, authorization and
encryption at hop by hop level in the application, IoT and network layers and the data
therein are architec ted as well, these security and management domains combined would
need to be addressed and (re)considered from a compliance point of view, including
without limitation safety, security, data minimisation and data retention obligations, security
breach notification and disclosure obligations, (personal) data protection compliance,
official mandatory policies compliance and the like, also here: if, where and to the extent
applicable.
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5. ldentifiers for loT

In any system of interacting components, identification of these components is needed in order to
ensure the correct composition and operation of the system. This applies to all lifecycle phases of

a system from development to assembly, commissioning, oper ations, maintenance and even end
of life. Especially in case of flexible and dynamic interactions between system components
identification plays an important role.

Identifiers are used to provide identification. In general, an identifier is a pattern to uniquely identify
a single entity (instance identifier) or a class of entities (i.e. type identifier) within a specific context.

loT is about interaction between things and users by electronic means. Both things and user have

to be identified in order to establish such interaction. Various other entities are involved in the
interaction like sensor and actuation devices, virtual repr esentations of the thing (virtual entities),
service entities and communication relationships are part of an loT system and identification is also
relevant for them. Figure 6 shows the different entities with the related identifiers in the loT Domain
Model.
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Figure 6: Identifiers examples in the 10T Domain Model
In general, the following categories of identifiers have to be considered for 0T systems:

A Thing ldentifier

Thing identifiers identify the entity of interest of the IoT application. This can be for example any
physical object (e.g. machines, properties, humans, animals, plants) or digital data (e.g. files, data
sets, metadata); basically, anything that one can i nteract with. Identification can be based on
inherent patterns of the thing itself like face recognition, fingerprints or iris scans. In most cases a
specific pattern will be added to the thing for identification by technical means like printed or
engraved serial numbers, bar codes, RFIDs or numbers stored in the memory of devices.
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A Application & Service Identifier

Application and Service identifiers identify software applications and services. This also includes
identifiers for methods on how to interact with the application or service (i.e. Application
Programming Interfaces, Remote Procedure Calls)

A Communication Identifier

Communication identifiers identify communication (end) points (e.g. source, destination) and
sessions. Communication identifiers are usually bound to the specific communication technology
and defined as part of the standardization of the technology.

A User Identifier

User identifiers identify users of IoT applications and services. Users can be humans, parties (e.g.
legal entities) or software applications that access and interact with the IoT application or service.

A Data Identifier

This class covers both identification of specific data instances and data types (e.g. meta data,
properties, classes).

A Location Identifier

This class is about Identification of locations within a geographic area (e.g. geospatial coordinates,
postal addresses, room numbers).

A Protocol Identifier

Protocol identifiers inform for example communication protocols about the upper layer protocol
they are transporting or applications about the protocol they have to use in order to establish a
specific communication exchange.

As listed, identifiers are used to identify various types of entities for many purposes and within
different context. This leads to a wide variety of, sometimes even contradicting, requirements.
Special operating constraints for many IoT applications (e.g. constrained devices and networks,
entities without processing capabilities) further contribute to that. In general, no single identification
scheme fits all needs. Furthermore, various identifiers schemes are already in use and standardized

for years. They are often application or domain specific, but also generic identifier schemes that

cover a wide application area exist. These existing schemes will be used in loT, and new schemes
might be added. 10T applications have to deal with the variety of identifi cation schemes and as
long as they are used in their defined context this should not be a problem. Mapping and resolution

bet ween different schemes is already a standard featul
should have in mind that 10T sy stems might be used in a wider context and have to interact with
other 10T systems in the future. For identifiers that will be impacted by that, an identification scheme

that can already handle such situations or can be easily extended should be considered

Security and privacy are important for identifiers. The specific requirements strongly depend on the
use case and identified entity. As part of a security and privacy threat and risk analysis, also the
specific requirements related to the identifiers have to be identified and relevant legal and
regulatory frameworks have to be taken into account in order to ensure state of the art security

and privacy.
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A detailed analysis of Identifiers in loT [20] has been done by the IoT Identifier task force of AIOTIWG
Standardisation . [20]

A evaluates IoT identification needs;

A classifies the different identification schemes;

A evaluates and categorizes related requirements;

A provides examples of identifier standards and elaborates their applicability for 10T;
A discusses allocation, registration resolution of identifiers;

A considers security and privacy issues;

A and discusses interoperability of identifiers.
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6. HLA Deployment considerations

6.1 Introduction

This clause highlights deployment considerations for AIOTI HLA. The deployment of AIOTI HLA may
relay on the following technologies and concepts:

A Cloud and Edge Computing: AIOTI HLA is typically deployed using cloud infrastructures.
Cloud native principles can be applied to ensure scaling and resilience for I0T. In certain use
cases, deploying edge cloud infrastructures 1, will be beneficial to allow data processing
locally. AIOTI HLA has been designed to allow for distributed intelligence, it is therefore
compatible with Cloud and Edge computing.

A Bigdata: collecting, storing and sharing data is an integral part of 10T, therefore also for AIOTI
HLA. Big data can be seen as the set of disciplines, such as storing, analysing, querying and
visualization of large data sets. Those disciplines are equally applicable to I0T data sets.

A Virtualization: ensuring flexibility and scale is one of the major challenges for deploying loT.
Virtualization would help scaling IoT for a large number of use -cases.

6.2 Cloud and Edge computing

AIOTI HLA is designed to be a largely distributed system because it fully recognizes that every entity
(including devices and gateways in the field domain) can run applications, without being specific

about the application logic. Cloud computing is an impo rtant enabler for deploying 10T with
distributed intelligence. It provides the computing infrastructure needed for large and distributed
deployments of IoT. In this clause we focus on an overview of cloud native principles as well as

recent edge computing initiatives, namely ETSI ISG MEC [12] and OpenFog. More  emphasis has
been put on edge computing, see [14], aspects because it has been identified as important for

several emerging use cases such as in the industrial 10T space. Annex Ill introduces a comparison in
Table 7 for device, edge and cloud computing forms.

6.2.1 Cloud principles
There are several agreed principles for cloud native offerings, these include:
A Horizontal scalability: adding cloud resources at run time without any disruption to ongoing
operations in terms of communication, processing, storage, and monitoring.

A No single point of failure: providing fault tolerance through node replication techniques or
disaster recovery site.

A High data throughputs: needed for massive amounts of connections or massive data sets
(e.g. generated by video streams or data logs)

A Fine-grained micro -services architectures, lightweight containers deployment and service
orchestration.

A DevOps with holistic service monitoring and decentralized continuous delivery.

1 Edge cloud is a cloud infrastructure that is located closely to the devices.
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6.2.2 Edge cloud initiatives

6.2.2.1

ETSI Multiaccess Edge Computing

Multi -access Edge Computing (MEC) [12] is a technology which is currently being standardized in
an ETSI Industry Specification Group (ISG) of the same name (recently renamed from Mobile Edge

Access to Multi -access Edge Computing). MEC provides an IT servic

e environment and cloud -

computing capabilities at the edge of the network (e.g. within the Radio Access Network (RAN)
and in close proximity to subscribers). The aim is to reduce latency, ensure highly efficient network

operation and service delivery, and

offer an improved user experience.

MEC represents an architectural concept and APIs to enable the evolution to 5G, since it helps
advance the transformation of the mobile broadband network into a programmable world and

contributes to satisfying the demanding requirements of 5G (but not only

throughout latency, scalability and automation.

) in terms of expected

The market drivers of MEC include business transformation, technology integration and industry
collaboration. All of these can be enabled by MEC and a wide variety of use cases can be
supported for new and innovative markets, such as e
automation, augmented reality, gaming and loT services.

-Health, connected ve

hicles, industry

Figure 7 shows the framework for Mobile Edge Computing consisting of the following entities:

A

p
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Figure 7: Mobile Edge Computing Framework [ETSI GS MEC 003]
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MEC can be used as computing infrastructure for AIOTI HLA in particular where 10T Entities and App
Entities of HLA reside at the edge of the network, i.e. close to loT devices. For instance, Mobile edge
app in Figure 7 could be mapped to App Entity in HLA.

6.2.2.2 EUCEI

The EuEdgeCloudIoT initiative is currently developing a reference CEI architecture, derived from

input from key projects in different topics: metaOS, cognitive computing, and swarm computing.

Each of these projects is proposing a reference architecture for orchestration aspects across loT -
Edge -Cloud, adopting different approaches with a common purpose: the better support of
applications deployment and runtime across an loT-Edge -Cloud continuum

Common to these projects is the integration of AI/ML to bring specific benefits to the overall
infrastructure, industry, and citizens. Aspects such as improved data sovereignty, to  gether sense -
reason -act loops based on localised, low  -latency networks and processing nodes are some of the
topics that are being covered by the design of the proposed architecture.

Relevant in this context is the definition of a taxonomy deriving from the different projects, which is
expected to provide more alignment across different concepts, e.g., offloading at a network level

and at a computational level. Figure 8 provides an overview on the categorized aspects being
covered by this taxonomy.

TRUST & DATA RESOURCE
REPUTATION MANAGEMENT | | MANAGEMENT
SECURITY | = — =
& ORCHESTRATION Al
PRIVACY | | ,
NETWORK
MONITORING & OBSERVABILITY

Figure 8: Overview on the categorized aspects in the EuEdgeCloudloT initiative taxonomy, copied from
https://zenodo.org/records/8403593

Important to highlight is the integration of data management and observability together with
computational and networking orchestration, handled by an AI/ML orchestration plane. At the

current stage, the functional blocks mentioned are being defined, based on reference
architectures of active CEI RIAs.

6.2.2.3 Web of Things

The Web of Things supports virtualisation of 10T devices using the Resource Description Framework
(RDF) for describing the affordances and semantics of virtual objects acting on behalf of sensors &
actuators , services, data streams, network components, software, see e.g., W3C WoT use cases . This
lowers the cost and complexity for developing applications using heterogeneous technologies and

standards.
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Affordances are described, in a programming language neutral way, in terms of the properties,
actions and events exposed by the virtual objects, aka things. Thing Descriptions further cover
security and protocol bindings for connecting to the 10T devices.
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Figure 9: Web of Things simplifies application development, figure provided by Sebastian Kébisch ( co -chair W3C
WOT WG)

W3C has developed related standards for the architecture, discovery, scripting APl and binding
templates. A representation of the Web of Things architecture is provided in Figure 10. This illustrates
how the Web of Things can be applied across the cloud -edge continuum.
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6.2.2.4 W3C MiniApps for loT

A W3C MiniApp is a software application type defined by a lightweight file package that can be
distributed through different digital means, including the Web, and processed and executed

by specific user agents, like super applications _ (e.g., WeChat, Alipay, and Baidu) and operating
systems. MiniApps are usually task -oriented services, targeting concrete use cases and scenarios
(e.g., on -the-go orderings, transport bookings, and casual games). Since they do not require
installation from native app marketplaces, MiniApps are characterised by a seamless UX and instant
user interaction, improving user engagement.

Another characteristic is the resource efficiency. MiniApps are designed to consume fewer
resources, including storage, memory, and access to native hardware capabilities, than traditional

native apps. The convenience of the solution, efficient design, and advanced integration with
popular payment methods and service ecosystems (e.g., authentication, social networking and
instant messaging) make MiniApps a candidate technology for creating applications at the edge

of the network.

W3C MiniApp for 1oT is a new paradigm under incubation in the W3C MiniApps Ecosystem
Community Group . This specification describes use cases and standardisation requirements to
apply the MiniApps concept on top of loT networks and devices. The specification includes

scenarios where MiniApps for 10T can fit, including light applications for home appliances,
networking devices, shop checkout pads, public information interactive displays, industrial control
systems, and mi crocontroller kits.

6.3 Big Data

6.3.1 Definitions

The following big data definitions are important to understand what big data is about and what
the relationships to loT are.

A Big Data (ITUT Y.3600 [7]): A paradigm for enabling the collection, storage, management,
analysis and visualization, potentially under real -time constraints, of extensive datasets with
heterogeneous characteristics. Examples of datasets characteristics include hig h-volume,
high -velocity, high -variety, etc.

A 10T Big Data characteristics (ITUT Y.4114[8]): loT data set characteristics of high  -volume, high -
velocity and/or high -variety related to the challenges of 10T data set operations, in some
cases without human intervention. Additional dimensions of data, such as veracity, variability
etc., may also be associated with the 10T Big Data characteristics. Operations on loT data
sets include collection, pre  -processing, transfer, storage, query, analysis and visualization.

NOTE Itis also recognized that 10T data sets can be characterised as small data in certain scenarios.
In the context of Big Data, we can distinguish 3 data types:
A Structured data are often stored in databases which may be organized in different models,

such as relational models, document models, key -value models, graph models, etc.

A Semi-structured data do not conform to the formal structure of data models, but they
contain tags or markers to identify data.

A Unstructured data do not have a pre -defined data model and are not organized in any
defined manner.
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Within all data types, data can exist in formats such as text, spreadsheet, video, audio, image, map,
etc. According to ITU -T Y.3600 [7], we can distinguish the following data dimensions:

A Volume: refers to the amount of data collected, stored, analysed and visualized, which Big
Data technologies need to resolve.

A Variety: refers to different data types and data formats that are processed by Big Data
technologies.

A Velocity: refers to both how fast the data is being collected and how fast the data is
processed by Big Data technologies to deliver expected results.

p>N

Veracity: refers to the certainty level of the data.

p>N

Value: refers to the business results from the gains in new information using Big Data
technologies.

6.3.2 |oT data roles

Based on the consideration of IoT system and I0T Big Data characteristics, five key 10T data roles,

i.e. the key roles which are relevant in an 10T deployment from a data operation perspective, are
identified for the loT ecosystem as shown in  Figure 11:
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Figure 11: loT data roles [8]

A loT Data provider: collects data from things, injects data processed within the loT system as
well as data from external sources, and provides them via the loT Data carrier to the IoT Data
consumer (optionally, the applications provided by the loT Data application provider may
execute relevant data operations with the support of the 10T Data framework provider).

A 10T Data application provider: provides applications related to the execution of 0T data
operations (e.g. applications for data analysis, data pre -processing, data visualization and
data query). The applications provided by the loT Data application provider can interact
with the infrastructure provided by the loT Data framework provider (e.g. storage cloud)
through the loT Data carrier or run on the infrastructure itself provided by the loT Data
framework provider (e.g. scalable distributed computing platf orm).
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A 1oT Data framework provider:  provides general 0T data processing capabilities and related
infrastructure (e.g. storage and computing resources, data processing run time environment)
as required by loT Data provider, loT Data carrier, loT Data application provider and 10T Data
consumer for the support of the execution of data operations.

A 1oT Data consumer: consumes loT data. Usage of the consumed data depends on the
application purposes.

A 10T Data carrier: carries data among loT Data provider, 10T Data framework provider, 10T Data
application provider and loT Data consumer.

An actor of a concrete loT deployment can play multiple roles. As an example, an actor executing
data analysis plays the role of loT Data application provider, but also plays the role of IoT Data
provider when it sends the results of this data analysis to other actors.

Table 1 provides a mapping between ITU Y.4114 [8] and AIOTI HLA:

Table 1: Mapping of ITU Y.4114 to AIOTI HLA

IoT data roles according to ITU Y.4114 HLA Entity(ies)
0T Data Provider App Entity, 10T entity
IoT Data application provider App Entity

Note: typically, the IoT Data application provider manages
the lifecycle of 10T applications, i.e. App Entity in HLA

loT Data framework provider loT Entity
IoT Data consumer App Entity
lIoT Data carrier Networks

6.3.3. 10T data operations

Considering that the diverse set of concrete 10T deployments does not imply a unique logical
sequencing of the various IoT data operations, Figure 12 provides an abstract representation of the
various loT data operations and related data flows [8].
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Figure 12: 10T data operations [8]
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The sequencing of 0T data operations highly depends on the service and deployment scenarios.

Cloud computing and edge computing are two technologies that may be implemented in the loT

for support of different loT data operation sequences: e.g. cloud compu ting can be used to
perform data analysis in differed time, i.e. after data are transferred to or acquired by the remote

IoT platform, while edge computing can be used to perform near real time data analysis and
actuators control locally such as at gateway level.

6.3.4 Al enabled by Big Data

The advent of Big Data, as outlined in section 6.3.1, has significantly advanced the capabilities and
applications of Al across various sectors, particularly within the context of the 10T. Big Data as a
paradigm enables the extensive collection, storage, m anagement, analysis, and visualization of
datasets. These datasets are essential in understanding how Al leverages information to generate
insights, automate processes, and make informed decisions.

The integration of Al into Big Data ecosystems is a significant advancement and a natural
progression, given that Al depends to a large degree on large volumes of diverse, high -velocity
data, which are the very characteristics identified in ITU -T Y.4114. Tese characteristics not only
favour Al algorithms but also align with the 10T data operations detailed in section 6.3.3. These
operations which include the collection, pre -processing, transfer, storage, query, analysis, and
visualization of data are cruci  al for the seamless functioning of Al within loT frameworks.

Based on the IoT data roles introduced in section 6.3.2, the integration of Big Data in Al becomes
even more evident. loT Data Providers collect and inject data into the system, supply ing valuable
input that is processed and analysed by Al algorithms. At the same time , IoT Data Application
Providers, which offer applications for data analysis and visualization, serve as platforms for Al to
deliver its predictive and analytical capabilities, enhancing the decision -making processes within
IoT ecosystems. Furthermore, the 1loT Data Framework Providers, by supplying the necessary
infrastructure for data operations, enable the scalable processing and analysis capabilities required

for Al applicati ons. Thiscollaboration underscores the critical role of Al in enhancing the operational
efficiency and capabilities of 10T systems through Big Data analytics.

Moreover, the integration of Al with Big Data directly impacts the sequencing of loT data
operations, as discussed in section 6.3.3. Al can optimize the flow of data through predictive
analytics and intelligent automation, thereby enhancing the capabilitie s of both cloud and edge
computing in processing and analysing data in (near) real-time. This optimization is crucial for
managing the high -velocity data streams characteristic of loT devices and systems, ensuring timely
and effective decision -making.

Nevertheless, t he convergence of Big Data and Al may also necessitate a re-evaluation of data
privacy, security, and governance strategies. As Al systems are increasingly employed to analy se
Big Data within 10T contexts, the principles of data veracity and value, as highlighted in section

6.3.1, become central to maintaining the integrity of Al -generated insights. Ensuring the ethical use,
transparency, and protection of Big Data in Al appli cations is paramount to sustaining trust and
mitigating risks assoc iated with data misuse.

In essence, Al enabled by Big Dataisnot  only a technological advancement but a transformative

force that leverages the  Big Data principles, roles, and operations. As we continue to explore and
expand upon the capabilities of Al within the Big Data ecosystem, it is imperative to adhere to the
guidelines and insights provided in sections 6.3.1, 6.3.2, and 6.3.3, thereby ensuring a co herent,
consistent, and forward -looking approach to Al and Big Data integration within 10T and beyond.
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6.3.5 Big Data related initiatives

GSMA proposes an architectural framework for the delivery of Big Data services based on the
Internet of Things [27]. This framework identifies the key functions and interfaces that enable IoT Big
Data services to be delivered, and it makes selections and recomm endations particularly in the
area of interfaces that support the creation of an loT Big Data ecosystem.

According to GSMA, the key challenges for Big Data in the context of IoT are:

A Devices: scalability (number of 10T devices), variety of IoT devices, intelligence of 10T devices,
risk of 10T device malfunction.

A Data management: update frequency, historical data.
A Context data: much loT data will make more sense when put in context with other data.
A Privacy issues.

TMForum proposes a set of data analytics tools to be used for Big Data [28]. Data Analytics concerns

the identification, design and deployment of strategies, processes, skills, systems and data that can
provide actionable intelligence resulting in business value. It is about the harnessing of the different
varieties, volume, and velocity of data. To execute on this, and to deliver improvements in areas

such as customer experience or reduction in customer churn, there are a number of operational
issues including data integration.

BDVA [30], the private counterpart to the EU Commission to implement the Big Data Value Public -
Private-Par t ner ship (BDV PPP), aims to o0to develop the 1In
data -driven digital transformation in Europe, delivering economic and societal benefits, and,
achieving and sustaining E u r-Driper &/alue [Creadiah eands Ariifigial o n Dat
I ntelligencebo6.

BDVA has defined 4 strategic priorities to guide the Association activities and outcomes: to provide
Data Innovation Recommendations; to develop the Innovation Ecosystem to enable the data -

driven digital transformation in Europe; to guide standards and to provide input for the respective
0Standards devel opment organisationsé; and, to i mpr o\
OKneHow and Skillsé6 and best practices exchange Dat a.

BDVA maintains and fulfils a Strategic Research and Innovation Agenda (SRIA) for Big Data Value
domain, contributes to the Horizon 2020 Work Programmes and calls for proposals and it monitors

the progress of the BDV PPP. BDVA manages over 25 working groups organised in Task Forces and
subgroups, tackling with all the technical and non -technical challenges of the Big Data Value.

ISO JTC1 WGO09 has been the home for the Big Data Standardisation activities in 1SO, with a
foundational i nput from the NIST Big Data FrameworKk
transferred in May 2018 intothenew | SO J T C1ArStCi4f2i i al Intelligenced6 [ 372
standardization in the area of Artificial Intelligence, serving as the focus and proponent for JTC 1's

standardization program on Atrtificial Intelligence and providing guidance to JTC 1, IEC, and ISO

commit tees developing Arti ficial Intelligence applications.
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The following standards have been developed related to Big data reference architecture:

A ISO/IEC TR 205471 Information technology  -- Big data reference architecture -- Part 1:
Framework and application process
A ISO/IEC TR 205472:2018 Information technology  -- Big data reference architecture -- Part 2:

Use cases and derived requirements

A ISO/IEC 20547-3:2020 Information technology  -- Big data reference architecture -- Part 3:
Reference architecture

A ISO/IEC 20547-4:2020 Information technology fi Big data reference architecture i Part
4: Security and privacy

A ISO/IEC TR 205475:2018 Information technology  -- Big data reference architecture -- Part 5:
Standards roadmap and Artificial Intelligence

A ISO/IEC 22989:2022 Artificial Intelligence Concepts and Terminology

A ISO/IEC 23053:2022 Framework for Artificial Intelligence (Al) Systems Using Machine Learning
(ML)

Relevant working groups include:

A ISOJ/IEC JTC 1/SC 42/WG 1 - Foundational standards

A ISO/IEC JTC 1/SC 42/WG 2 - Data
A ISO/IEC JTC 1/SC 42/WG 3 - Trustworthiness
A ISO/IEC JTC 1/SC 42/WG 4 8 Use cases and applications
A ISO/IEC JTC 1/SC 42/WG 5 & Computational approaches and computational characteristics
of Al systems
Inthe contextofthe ITU -T st andardi zation activities related to |o

(loT) and smart <cities and c o Amxpertgtoupdos 0T, IBERRViIse) , cent
the research and pre -standardization activites o f the ITUT FGDPM, Focus Group on Data

Processing and Management to support IoT and Smart Cities & Communities [29], which completed

its work in July 2019.

The ITUT FGDP M6 s Ter ms of Reference included, among ot h
technologies, platforms and standards for data processing and management, the promotion of
data management frameworks, including related security and trust aspects, the i nvestigation of

emerging technologies and trends to support data management including blockchain, and the
identification of standards challenges.

The deliverables produced by the FG  -DPM have concerned different areas of relevance: Use
Cases, Requirements and Applications; Framework, Architectures and Core Components; Data
sharing, Interoperability and Blockchain; Security, Privacy and Trust includin g Governance; Data
Economy, commercialization and monetization [29]. The ITUT Study Group 20 took in charge the
FG-DPM deliverables at the FG closure and is progressing related specifications (as
Recommendations or Supplements).
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6.4 Security aspects

NOTE Enhancements specific to HLA matters may be developed in a following Release of this
document.

As an essential enabling property for Trust, security is a key feature of all loT systems and needs to
be dealt with in a global manner. One key challenge is that it is involving a variety of users in a
variety of use cases. One of the many characteristics of 10T is that the number of communicating
entities is very large and the number of possible relationships per device is larger than, say, with
cellular telecommunication. The purpose of security technologies is multi -fold:

A Confidentiality : Information shared by Party A with Party B is only visible to these two parties.
If Party C can access the information, it cannot ascertain the meaning of the content.
Confidentiality is primarily achieved using cryptographic.

A Integrity : Information shared by Party A with Party B can be proven by Party A not to have
been manipulated by a 3rd party (e.g., Party C). Party B can verify this is the case. Proof and
verification of document integrity is primarily achieved using cryptographic h ash functions
which have specific characteristics.

A Availability : This addresses the aim of ensuring that an authorized party (e.g., Party A) is able
to access services or information when needed. In other words, that Party A has access only
to those assets it is allowed to access and that they are available to Party A when legitimately
demanded, and that an adversary, Party C, does not have access. The technologies that
address this include Identity Management, Authentication and Access Control, in addition
considerations in the availability domain include reliability and resilience which, whilst not
strictly addressed by security technology, impact on availability.

Whilst the population of cellular telecommunications devices is very large the nature of the
connection is pre -defined by the SIM containing the subscriber mobile identity and its association
to a single trusted provider (holder of the symmetric key used i n the network/device authentication
process). An IoT device, unless a specific example of a cellular enabled I0T device containing a
SIM, does not have a predefined security association to a trusted entity.

As a trivial example 10T communications security may be considered as equivalent to sending
presents to somebody. To ensure the recipient does not know the content before unwrapping, the

sender masks the content by wrapping the gift d this makes the conten t confidential. The intended
recipient is clearly indicated on the label as is the sender 0 this identifies the parties to the
transaction and depending on how names are written may confer some proof of identity. Finally,

in order to ensure the package is  not damaged, the sender adds packaging that protects it d this
is some means of ensuring the integrity of the package is maintained in transit. Translating this to 10T,

data from A to B can be encrypted to confer confidentiality. The parties A and B have t 0 be able
to prove their identity to confer authenticity to the exchange, and the parties can add data to the

package that will be used to assure and verify the integrity of the package.

The general purpose of security technology is to give confidence to the stakeholders that the risk

of cyber -attacks, or any other attack on the assets of a system, are mitigated. Hence one of the
purposes of security design is to minimize the probability o f any loss of confidentiality, integrity
and/or availability ("unwanted incident"). Achieving security in 10T systems is a challenge of high
complexity since there are many unknowns that have to be resolved prior to overall security being
achieved. As an e xample, the form and function of an IoT device, its identity, its set of security
credentials, the algorithms it deploys to assure each of confidentiality, identity and integrity, the
means by which it interacts with peers and other systems, all of these h ave to be known.
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In the period to approximately mid -2016, the EU regulatory landscape related to cyber security was
relatively fragmented with legal obligations and principles scattered across numerous legal acts.

Due to recent technological advancements and increased conn ectivity, the risk of becoming a
victim of a cybercrime has also increased. Thus, EU lawmakers been taking steps to increase cyber
resilience across Member States by making the respective regulatory landscape more concise,
among others. In this respect, th ey have adopted Directive (EU) 2016/1148 of the European
Parliament and of the Council of 6 July 2016 concerning measures for high common level of security

of network and information systems across the Union (commonly referred to as the "NIS Directive"),

b eing the first EU horizontal legislation addressing cybersecurity challenges.

More recently, the European Union significantly enhanced its legislative framework with the
introduction of NIS2, the Cybersecurity Act , and the Cybersecurity Resilience Act  (CRA). NIS2, being
a revision of the original Network and Information Systems Directive, extends its reach by
encompassing a wider array of sectors and digital entities, thereby imposing stricter security and
incident reporting requirements. The Cybersecu rity Act strengthens the mandate of the European
Union Agency for Cybersecurity (ENISA), facilitating enhanced coordination across Member States

and introducing a unified cybersecurity certification scheme for ICT products, services, and
processes. The CRA aims to enhance the resilience of critical infrastructure, ensuring that such
entities are better prepared to withstand and recover from disruptive incidents. Collectively, these
measures aim to elevate the EU's cybersecurity posture through comprehensive coverage of
preventive, detective, and responsive capabilities across critical and digital service providers.

Overall, it is strongly recommended that any application of security technology adopts the risk
analysis approach and the cataloguing of the system identified in relevant standards (e.g., ETSI TS

102 165-1 [43], ETSI TR 103 30% [44]) since security mecha nisms, processes, procedures, are all
reliant for their success, on understanding of risk. Taking care of security at the early stage of
designing/adapting/deploying an 10T system is very essential and an important topic for further

work on HLA within AIOT 1.

6.5 Privacy aspects

The General Data Protection Regulation (GDPR) [34] that became applicable as of the 25 May

2018 introduces - among other - two new elements concerning privacy that are of high relevance

for the scope and the objectives aspired by the present document: the principle of accountability
and the obligation of privacy by design.

More specifically, the GDPR introduces the principle
principledod. Under the new | aw, public and private o
information must not only do what they have been expected so fa r to do concerning processing

of personal information (e.g. retain personal information as short as possible, as long as necessary),

but also be able to demonstrate that they did so. Organizations are, therefore, expected to

maintain evidence throughout th e processing of personal information, irrespective of whether they

will be actually requested to provide them to enforcement authorities or other auditing bodies.

GDPR requires organizations to be able to shawthsvi den:
end it leaves them free to decide upon the technical means they employ.

Moreover, the GDPR also introduces the principle of data protection by design, meaning that
privacy protection should be taken into account in the design of business operations, processes

and services. Basically, the GDPR does formally introduce Privacy by Design, as the basic principle
on which the rest of the principles already identified by AIOTI can be built upon, namely:
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A No personal data by default principle, that implies refraining from any collection or creation
of personal data by default, except for cases where such collection or creation is legally
required and to the exact extent required.

A As| f 8by-Design, that refers to the requirement that ecosystems are designed and
engineered as -if these will process personal data at an immediate and/or later stage.

A De-Identification by Default, that refers to the de -identification, sanitization or deletion of
personal data as soon as the legal basis for keeping such data ceases.

A Data Minimization by Default, that stipulates that personal data shall only be processed
where, when and to the extent required; otherwise, this data shall be deleted or de -
identified.

A Encryption by Default, that refers to the requirement to encrypt personal data by default,
while capturing both digital rights and digital rights management.

Note that these principles are extensively addressed in ongoing AIOTI studies.

Overall, both the principle of accountability and privacy by design are highly relevant for loT
architectures, as they should affect basic choices at an early stage. Those two principles on HLA,
briefly discussed above, pave the ground for future work focu sed on privacy within AIOTI,
potentially, to be concretely applied to HLA.

6.6 Virtualization

6.6.1 Combining loT and Cloud Computing

The new IoT systems that emerge at industrial scale will typically require very high numbers of
connected devices (and therefore strong requirements for scalability or deployment automation)

as well as stringent non -functional requirements (such as low lat  ency). Those loT systems will also
require a high degree of availability, adaptability and flexibility: in particular, the resources they use

may have to be available in a very dynamic manner, both in terms of configuration and run - time
flexibility. The m odels provided by Cloud Computing have been designed to serve such
requirements in mind, and they seem very attractive in the context of the design, development

and deployment of loT systems.

Cloud computing is allowing the provision of very sophisticated capabilities o for computing,
storage, analytics, etc. 0 to very dynamic and potentially massive number of users. It provides
functional and non  -functional support (e.g., low latency fault -tol erance, horizontal scalability, cost -
optimization, or geo -optimization together with Service Level Agreements (SLAS), and security.

Virtualizing 10T builds on two key pillars which are strongly related. First, cloud native principles (as
described 7.2.1) need to be applied to the distributed IoT platforms. Those principles include: micro
services, no single point of failure, high throu  ghput, horizontal and vertical scalability, DevOps, etc.

All those principles must apply independently from underlying private or public cloud technology.

Second, the network must evolve to provide the level of flexibility, QoS and isolation needed for
massive consumer, enterprise or industrial 10T deployments. This means the capability of offering

and flexibly managing, eventually through APIs, network slices and chaining functions end -to -end.
The role of an all IP network, preferably based on IPv6, will b e crucial in ensuring security and QoS.

The benefits of virtualization are largely documented, see e.g., [23]. In the context of IoT the key
benefits of virtualization are:
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A Rapid service innovation through software -based deployment and operationalization of 10T
services.

A Improved operational efficiencies resulting from common automation and operating
procedures.

A Reduced power usage by migrating workloads and powering down unused hardware.
A Greater flexibility on assigning 10T virtualized functions and objects to hardware.
A Improved capital efficiencies compared to dedicated hardware implementations.

The following aspects are crucial for the widespread use of loT in daily life using virtualization [33]:

A Reuse of loT devices for different verticals,

A Composition of multitude of loT devices to offer new services through abstraction,
A Representation of physical world objects using loT, and

A Bringing cognitive functionality in 10T for better service orchestration.

An important aspect is the deployment model where several possibilities are offered by the Cloud

Service Providers: Platform -as-a-Service, Infrastructure -as-a-Service, Software -as-a- Service, etc. The
Figure 13 presents the possible usages of such offerings in delegating more and more important

parts of the underlying layers to a third  -party in charge of hiding complexity, resource usage, etc.

On laas PaaS Saa$
Premises

Application

Data

Runtime

Operating

System Provider

Servers Provider

Storage Provider

Figure 13: The potential of Cloud Computing Service Models

Networks

The main challenge of 10T Virtualization is to design and develop systems that can benefit from the
flexibility of the "XaaS" offerings (laaS, PaaS, SaaS), of the vast amount of available (Open Source)
software components together with the possibility to r ely on the support of standards (such as
oneM2M).
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6.6.2 Approaches to loT Virtualization

Three approaches are outlined below.

The first one (see clause 6.6.2.1) is regarding the application of Cloud Computing techniques and
solutions to IoT systems: it comes with a practice of the Cloud Computing community where the

role of (in particular Open Source communities) prevails on an approach based on standards. The
second one (i.e. NFV) (see clause 6.6.2.2) is using a "standards -based" approach and seeks the
adaptation of the virtualization technologies coming from Cloud Computing. A third approach (see

clause 6.6.2.3) concerns device vi rtuali zati on: using Virtual Obj ect s
Objects (VCOds), it aims to make it easier to use and
This can be regarded as a layer between devices and the virtualization layer. The fourth approach

is device virtualisation (see clause 6.6.2.4) which describes one way of virtualizing the I0T devices,
where devices may be highly resource constrained or not.

6.6.2.1 Microservices -based Architectures for Virtualization

The Cloud Computing community has developed new approaches for the engineering of Cloud -
based systems that can be used for loT Virtualization. Two important aspects are the following:
A Microservices . Microservices are an architectural approach to developing applications as a
set of small services, where each service is running as a separate process, communicating
through simple mechanisms. 10T system architectures based on microservices must be able
to support the split of monolithic services into a number of microservices that are able to
evolve relatively independently from each other and to communicate in a safe, secure and
efficient manner.

A Architectures . The possibility to split an loT system into microservices that can be
implemented by various (possibly Open Source Software) components goes with the risk of
a lack of structure of the resulting implementation: the definition of architectural layers in a
functional architecture supporting the most effective selection and combination of such
components is a key element.

A microservices -based architecture relies on the use of: 1/ microservices as a (software
engineering) means to structure the systems and 2/ inter -process communications models
synchronous (e.g., RESTful) or asynchronous (e.g. message broker). Each service subscribes to the
events that it is interested in consuming, and then receives these events reliably when the events

are placed on the queue by other services. Figure 14 provides an example of such system.

Subscription Cloud applications : Authentication and
no"ﬂcaﬁon Amhor‘sa“on

Message broker

1 1

protocol (HTTP, and loT
CoAP, MQTT, etc.) orchestration Logic

Device
management

_ REST Request

Protocol 2 REST Response
adaptation (WS Event Message
(IPE)

Figure 14: Microservices conceptual framework for 10T Virtualization
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@

The possibility to define architectural layers and group them in a functional architecture for 10T
virtualization may allow for the most effective selection and combination of microservices
components.

-based

Figure 15 introduces an example of a structuration of the functional architecture into layers (and
sublayers) with an indication of the main functions that are expected to be provided in each of the

layers and sublayers. In addition, two vertical functions are added related to cross - layer
functionality: security and management.
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Request- Processing sQL/NosaL D Autho
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Data Data Locality Schema(less) Analytics Control
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nance .
Orchestration
Automated Service Service Scaling Fault Zero-downtime Acc_ounl
Deployment Discovery Coordination Up and Down Tolerance Deployments ting
Container
Opera Standardized Units for Cloud Portability Application Isolation Tracking
tion development, shipment, deployment Run Everywhere From Infrastructure
Cloud Infrastructure
Virtualized HW Virtualized HW Virtualized HW Virtualized HW

Figure 15: A microservices -based functional architecture for 10T Virtualization

It must be noted that this architecture is one example (amongst other possible ones) which is in
particular dealing with a structuration of the generic microservices that could be found in an loT
Layer.

More on this approach can be found in the ETSI Technical Reports 103 527 [21] and 103 528 [22].

6.6.2.2 Virtualization in the NFV Architecture

The NFV ISG has initially worked on the identification of use cases for virtualization and their
implication on the virtualization of traditional network functions. Based on this, the ISG has defined
the NFV Architectural Framework, its main components and reference points [24].

More specifically, the ISG has defined the "NFV Infrastructure" (NFVI): "The NFVI is the totality of the
hardware and software components which build up the environment in which VNFs are deployed.

The NFVI is deployed as a distributed set of NFVI -nodes in various locations to support the locality
and latency requirements of the different use cases and the NFVI provide the physical platform on
which the diverse set of VNFs are executed; enabling the flexible deployment of network functions
envisaged by the N FV Architectural Framework" [25].
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The high level NFV framework (see [24]) can be seen in Figure 16 and consists of three main
domains:

A Virtualized Network Function (VNF) : the software implementation of a network function
which is capable of running over the NFVI.

A NFV Infrastructure (NFVI) : includes the diversity of physical resources and how they can be
virtualized. The NFVI supports the execution of the VNFs.

A NEV_management and orchestration (MANO) . covers the orchestration and lifecycle
management of physical and/or software resources that support the infrastructure
virtualization and the lifecycle management of VNFs. NFV Management and Orchestration
focuses on all virtualization -specific managemen t tasks necessary in the NFV framework.

Wirtualised Network Functions {( WVINFs)

VINF YWINF WNF WINF WIMNF
NFWV Infrastructure (NFWVI) MNFW
Virtual Virtual Virtual Ma“gﬁﬁ“"em
St ™Net k
Compute orage etwor Orchestration

| Virtualisation Layer |

Compute Storage MNetwork

Hardware resources

Figure 16: High Level NFV Framework

Regarding loT Virtualization, the question is whether or not NFV can be used as an |oT Virtualization
Framework. The answer is that, as long as the 10T functions that are targeted for virtualization are
matching the ones defined in the NFV Architectural Fr amework, the latter can be used as an loT
virtualization framework where a VNF is replaced by an "loT Virtualized Function". The main
advantage of this approach is that the Reference Points defined by the NFV Architectural
Framework can be used by the virt  ualized loT system.

6.6.2.3 Network Slicing and Virtualization

Several initiatives, such as 3GPP, BBF, ETSI ISG NFV, IETF and I'FT, are working on network slicing. The
concept of network slicing has been introduced initially by the NGMN 5G whitepaper referenced

in [10]. Slicing enables multiple logical self -contained networks to use a common physical
infrastructure platform. Those logical networks enable a flexible stakeholder ecosystem for technical

and business innovation that is integrating network and cloud resources into a programmable,
software -oriented network environment as shown in  Figure 17.

The logical self -contained networks can be realized by using: (1) virtualization, which is often
defined as the act of moving physical systems to a digital environment and (2) Network Functions
Virtualization (NFV) [11], which is the principle of separatin g network functions from the hardware
they run on by using virtual hardware abstraction.
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Figure 17: NGMN Network Slicing conceptual outline [10]

From the perspective of 3GPP [9], network slicing enables operators to create networks customized

to provide optimized solutions for different market scenarios which demands diverse requirements,

e.g. in the areas of functionality, performance and isolatio n. This is a key requirement from HLA and
related 10T use cases and stakeholders such automotive, energy, cities, etc.

One of the key benefits of the network slicing concept, from loT perspective, is that it enables value
creation for vertical segments that lack physical network infrastructure, by offering network and
cloud resources that can be used in an isolated, disjun ctive or shared manner allowing a
customized network operation. Furthermore, network slicing can be used to support very diverse
requirements imposed by IoT services and as well as flexible and scalable to support massive
connections of different nature.

In particular, services such as smart households, smart grid, smart agriculture, and intelligent meter
reading, will usually require supporting an extremely large number of connections and frequently
transmitted small data packets. Other services such as s mart vehicles and industrial control will
require millisecond -level latency and nearly 100% reliability.

AIOTI is focusing on several key challenges to enable the fast deployment of 10T in Europe and
globally, such as:

A Cope with loT Rapid technological development

A Enlarge Users' take up and acceptability of loT

A Enable fast move into deployment of 1oT

A Avoid Risk of fragmentation in loT

A Support cooperation on international level on loT

As IoT is one of the most important enabling technologies for the vertical industries in Europe, AIOTI
can serve as platform for these vertical industries and ensure that their needs are met by aligning
their requirements. Network slicing can be used as th e key enabler for the support and promotion
of loT in 5G scenarios.
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NOTE AIOTI WG Standardisation in cooperation with the vertical AIOTI WGs can contribute on this
topic in at least:

A collect requirements coming from AIOTI vertical industries members on how network slicing
can be used to enable lIoT in 5G scenarios,

A describe the relation between these collected requirements, the network slice types and the
possible cross-industry domain customized services used to enhance the competence of
vertical industries,

A describe how the AIOTI High Level Architecture (HLA) is used to specify 10T network slice
architectures in 5G scenarios.

6.6.2.4 Device Virtualization

This clause describes one way of virtualizing the 10T devices, where devices may be highly resource
constrained or not. This can function as an abstraction between physical devices and a
virtualization layer by grouping devices into more complex virtual ob jects. Where the microservices -
based Architectures and the NFV architectural framework focus on enabling actions, the device
virtualization focusses on how individual devices are represented to the network. By grouping
together devices that are supposed to intricately collaborate and represent them as one device

to the network, a lot of clutter and complexity can be left out of the other virtualization layers.

The idea is to enable each IoT node with multiple functionalities based on its capability. Majorly,
three important layers are identified, apart from the necessary connectivity layers such as PHY, MAC
and Network layers: (i) Virtual Object (VO) layer, (ii) Composite Virtual Object (CVO) layer and (iii)
Service layer. NOTE 1 - This virtualization architecture is based on the work of the EU Project iCore
[ 33] and t he European GA projactsvehicho looéesl intd EOT )architectural
reference model [35].

Using VO abstraction of each device makes it easy to reuse the loT devices. For example, the
ambient light control in a smart building could indeed use the projector VO to realize that there is
a movie/slide project in a particular room therefore lights ca n be turned -off.

The idea is to reuse loT devices in multitudes of applications. Further, the CVO layer can help
interface the 0T devices to interact with other devices and mashup multiple VOs to offer smart
applications. For example, a smart home has requirements such as energy reduction, light control,
climate control, security, etc. By combining multiple VOs these requirements could be served.

At the Service layer, multiple application requirements could be addressed. As given in the previous
example, we can see that an ambient light control application can use information from the

projector by querying loTs in the vicinity to learn and make int elligent decisions. Of course, this
requires semantic interoperability and languages such as OWL [35], etc. This is similar to a service -
oriented architecture, multiple services from individual nodes or group of nodes can be merged

with minimal human inter vention.

An important aspect of this abstraction and segregation is that it supports distributed operation [36].

Asshownin Figure 18, t he 01 oT Daemondé encompasses the above ab:
of loT devices can be integrated and interfaced.
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Figure 18: A high level architecture of (Composite) Virtual Objects

NOTE The cognitive capability can vary depending on the capability of the devices: some devices

may have just enough capability to sense and send, then those devices may not have CVO and

service levels. In some cases, sensors may not have even this capability and have their virtual
presence in another device, for example a server or a powerful device, or an aggregator node like

a raspberry pi.

Figure 18 provides an abstract view of the interfaces between VO, CVO and Service layer
functionalities.
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Figure 19: 10T device architecture and interfaces between the different layers

With respect to the two virtualization approaches described in clauses 6.6.2.1 and 6.6.2.2, VOs and
CVOs focus less on the network, and more on the interaction with the individual devices.
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This device virtualization can be actually part of any bigger platform, and, in particular, integrated

in both the virtualization layer architectures described in clauses 6.6.2.1 and 6.6.2.2. Specifically, in

the microservices architecture the oOvirtualized HWOS
Similarly, in the NFV framework, the virtualization layer can also contain VOs and CVOs. The Service

layer can be used as interface in b oth the microservices architecture and NFV framework or can

be made tran sparent. The key value with VOs and CVOs is that these objects can indeed make

use of the available resources optimally, collaborate with other I0T devices, offer redundancy and

more, at the device level rather than at the whole architecture/framework leve l.

6.6.3 Comparing the loT virtualization approaches

This clause is comparing the approaches described in clause 6.6.2.

NOTE Network slicing is not subject to comparison, the main reason being that network slicing is, to
a large extent, one illustration of the use of the NFV architecture, which would lead to very similar
findings.

The microservices -based architectures and the NFV architectural framework

have been developed in different contexts. In particular, NFV in addressing primarily the "traditional”
networks (e.g., those operated by Telecom Service Providers) and focuses on their major Network
Functions. In contrast, the microservices -based function al architecture is spanning across high -
layers of the "loT Stack" and potentially addresses a larger set of "loT functions".

The NFV architectural framework has been defined with the expectation that its approach to
virtualization should be supported by a very precise set of standards (developed by NFV or not)
supporting Reference Points. The challenge posed to virtualization is to make sure that the support
of standards will not be compromised.

An important difference between the NFV approach and the microservices -based approach is
that NFV is more focused on the functions related to the network and does not systematically take
into account higher -layer functions.

The technologies available for the implementation of microservices -based applications have
reached a level of maturity and effectiveness that has made their usage become mainstream in

software engineering. The development of the Virtualized Network Functio ns of NFV is largely based
on this approach. This is a strong enabler to the adoption of microservices -based architectures.

Despite the differences outlined above, the two approaches are not mutually exclusive and
microservices (and microservices -based architectures) can be used in the NFV context, for
example for the implementation of Virtualized Network Functions.

As opposed to the other two approaches, and anticipated above, the device virtualization
approach focusses on the interaction between the individual devices. Virtual Objects and Virtual
Composite Objects are a method to introduce an abstraction layer throu gh which the devices and
groups of devices present themselves to the network. Instead of a collection of very small and
specific functionalities, the devices are grouped together to form complete virtual devices. This
group reports as a single entity to th e network virtualization layer.

The virtual devices can host subroutines, relieving the network virtualization layer of that effort.
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Moreover, the network virtualization is unaware of the differences between virtual devices and real
devices. Therefore, the development of network virtualization can proceed orthogonally to the
device virtualization layer. The result is that a significant amount of clutter can be removed from the
logic in the networked virtualization layer, and that the operations are more intuitive for a human
designer.

Figure 20 illustrates how a Device Virtualization Layer with Composite Virtual Objects can be part of
other approaches. In the NFV approach, the Device Virtualization resides between the hardware
resources and the virtualization layer. The virtualization layer only h as access to the virtual devices
as supplied by the device virtualization layer and is unaware of the difference.

In the microservices -based approach, the solution resides just below the virtualized hardware. A
similar reasoning applies where the microservices  -based approach acts as if the devices are real,
while subroutines and clustering happen out of the scope of t he network virtualization layer, and
therefore simplifying the development.
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Figure 20: How Device Virtualization and Composite Virtual Objects can be leveraged by other approaches

6.6.4 The mapping of the loT virtualization approaches on the AIOTI HLA

This clause is showing how a microservices -based functional architecture can be mapped on the
AIOTI HLA.

In addition, another example of microservices -based functional architecture mapping is presented,
the mapping on the oneM2M architecture.

NOTE The relationship between the NFV architecture and the AIOTI HLA is not addressed here and
may be developed in next Releases of this document.

6.6.4.1 The microservices -based approach and the AIOTI HLA

The mapping of a microservices -based functional architecture on the AIOTI HLA is straightforward
since, as it has been outlined above, this example of microservices functional architecture has been
defined with the goal to generically support I0T functions (e.g. location, discovery, identification).
As a consequence, the example can be mapped on the 10T layer of the AIOTI HLA, as shown in
Figure 21.
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Figure 21: Mapping of microservice

The mapping of a microservices

architecture

-based functional

-based functional architecture on AIOTI HLA

architecture on the oneM2M

Like for NFV, the oneM2M architectural framework has been defined with the expectation that its
approach to virtualization should be supported by a very precise set of standards (developed by
NFV or not) supporting Reference Points. Here again, the challen
make sure that the support of standards will not be compromised.

oneM2M

def i

nes

a

st

of Commo

construct which conceptually groups together a number of sub

are provided for the purpose of understanding of the oneM2M Architecture

ge posed to virtualization is to

n Service Funct
functionso.

functionalities and are

informative. The CSFs contained inside the Common Services Entity (CSE) can interact with each
other but oneM2M TS -0001 [26] does not specify how these interactions take place.

The respective positioning of oneM2M Common Service Entities (CSE) and the microservices in the
microservices -based functional architecture described in clause

A

A

© AIOTL

6.6.2.1 is shown in Figure 22:

There is a difference between the CSFs (that are specified via a standard) and the
microservices that are one possible implementation of (a subset of) a CSF;

All (or part of) the microservices described in

Figure 22 can be included in a given CSE. The

choice of microservices and their implementations can (and probably will) be different from
one CSF to another. Consequently, there is no standardised mapping of one CSF to

microservices.
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The CSFs have not been defined with a microservices -based architecture in mind. Indeed, the
choice of dividing a CSE into microservices should always be left up to specific implementations,

which means that the optimizations made for two different deployme nt scenarios may result in two
different choices of grouping into microservices.
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Figure 22: Mapping of microservices -based functional architecture on oneM2M Common Service Entities
6.5 IoT platforms

The focus of the industry has gradually shifted to the design and development of 10T systems with

the purpose to offer full -fledge systems dealing with a vast number of devices (with various
computing and interaction capabilities) and potentially integrati ng these devices into larger
systems implementing often complex business processes. This has been enabled by the emergence

of loT devices with higher computing capacity and the possibility of producing massive amounts of

data that will be collected, transf ormed, stored and managed by larger (non loT specific)
information systems which transform this data into qualitative information to trigger useful actions.

The "standardised 0T platforms” will have to address the challenges and probably not all of the
existing ones will be able to make it.

Three main challenges have to be addressed by I0T standardisation (organisations) and by the
"standardised" platforms (an example is oneM2M), that some of these organisations are developing:
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A The "advanced technology" challenge posed by e.g., the incorporation of Big Data or
Virtualization;

A The "business sector" challenge with the question of which level of genericity can be
provided in support of the development of large IoT systems for Smart Cities, Intelligent
Transport or Industrial 10T;

A The "standards" challenge posed by the role of emerging approaches such as Open Source.

IoT systems are often seen as an extension to existing systems needed because of the (potentially

massive) addition of networked devices. However, this approach does not take stock of a set of

essential characteristics of 10T systems that push for an alter  native approach where the loT system

is at the centre of attention of those who want-to ma
centricd view.

Most of the above -mentioned essential characteristics may be found in other ICT -based systems.
However, the main difference with 10T systems is that they all have to be dealt with simultaneously.
The most essential ones are:

A Stakeholders . There is a large variety of potential stakeholders with a wide range of roles that
shape the way each of them can be considered in the IoT system. Moreover, none of them
can be ignored.

A Privacy . In the case of 10T systems that deal with critical data in critical applications (e.g., e -
Health, Intelligent Transport, Food, Industrial systems), privacy becomes a make or break

property.
A Interoperability . There are very strong interoperability requirements because of the need to
provide seamless interoperability across many different systems, sub -systems, devices, etc.

A Security. As an essential enabling property for Trust, security is a key feature of all loT systems
and needs to be dealt with in a global manner. One key challenge is that it is involving a
variety of users in a variety of Use Cases.

A Technologies . By nature, all loT systems have to integrate potentially very diverse
technologies, very often for the same purpose (with a risk of overlap). The balance between
proprietary and standardised solutions has to be carefully managed, with a lot of potential
implications on the choice of the supporting platforms.

A Deployment . A key aspect of 10T systems is that they emerge at the very same time where
Cloud Computing and Edge Computing have become mainstream technologies. All loT
systems have to deal with the need to support both Cloud -based and Edge -based
deployments with the  associated challenges of management of data, etc.

A Legacy . Many IoT systems have to deal with legacy (e.g., existing connectivity, back -end
ERP systems). The challenge is to deal with these

centricé approach.

A drawback of many current approaches to system development is a focus on the technical
solutions, which may lead to suboptimal or even ineffective systems. In the case of loT systems, a

very large variety of potential stakeholders are involved, each comin g with specific & and
potentially conflicting @ requirements and expectations. Their elicitation requires that the precise
definition of roles that can be related to in the analysis of the requirements, of the Use Cases, etc.
Examples of such roles to be ¢ haracterised and analysed are: System Designer, System Developer,
System Deployer, End -user, Device Manufacturer.

In order to better achieve interoperability, many elements (e.g., vocabularies, definitions, models)

have to be defined, agreed and shared by the loT stakeholders. This can ensure a common
understanding across them of the concepts used for the IoT system d efinition.
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They also are a preamble to standardisation. Moreover, given the need to be able to deal with a
great variety of IoT systems architectures, it is also necessary to adopt Reference Architectures, in
particular Functional Architectures such as the AIOTI High -Level Architecture.

A very large number of loT platforms have been developed with the initial purpose of ensuring that

a device could interact with other devices or equipment, providing connectivity from point -to -point
to more universal. Standard Development Organisations (SD Os) and Standard Setting Organisations
(SSO0s) have developed a number of approaches that focused on interoperability, initially at the

network level and now well beyond. Many standards have been defined with the possibility to serve

as a basis for the deve lopment of platforms that & in the best case - deal with interoperability in a
generic manner, across a variety of business sectors, with a variety of possible implementations.

Such "standardised platforms" are relying on reference architectures, interoper ability stacks
addressing different layers, generic protocol adaptors, etc.

6.7.1 Generalities on loT platforms

6.7.1.1 0T platform to platform interoperability
There are several approaches that cover loT platform interoperability, such as:

A ETSI STF 547 TR 103536

A Data lake approach  (for example, 1BM Data Lake )

A Direct integration between loT platforms (for example, Emnify 0T SuperNetwork )

Some other approaches are described in more details below.

6.7.1.1.1 Approach: usage of intermediate standardized platform

Interoperability between proprietary I0T platforms can be accomplished using a common platform

that acts as an intermediate platform interconnecting the proprietary loT platforms (and possibly
devices and services) and allows them to exchange information. One important characteristic of
such common platform is its standardisation: it should provide open interfaces as well it should
enable standardised ways of mapping some of the interfaces used by the proprietary platforms to

its open interfaces.

6.7.1.1.2 The oneM2M platform as intermediate standardized platform

An intermediate standardized platform which fulfils the common platform characteristic highlighted
above, is the oneM2M platform.

The following describes an application example of the oneM2M platform as intermediate
standardi zed pl atfor m, based on t he out c ome of
AUTOPILOT (Automated Driving Progressed by Internet of Things) project.

The Horizon 2020 AUTOPILOT project focuses on creating a connected loT ecosystem for automated
vehicles and uses oneM2M as an interoperability platform. [37] and [38] discuss the loT platform
interoperability challenges and their solutions as proposed in t he AUTOPILOT project.

The AUTOPILOT Federated loT architecture [38] is shown in  Figure 23.
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Figure 23: AUTOPILOT Federated loT Architecture
The AUTOPILOT Federated IoT architecture includes devices and gateways; in -vehicle and road -
side 10T platforms exchange information with several distributed loT platforms, which may be
deployed at different levels.

The following two types of 10T platforms are distinguished:

A proprietary 10T platforms: used by some applications, organisations and services to

exchange specific data with specific devices or vehicles. NOTE 1 - The platforms of this type
used in the AUTOPILOT project are: Watson 0T Platform E, FIWARE and Huawei Ocean
Connect .

A oneM2M interoperability platform: the central 10T platform that acts as a hub interconnecting
the proprietary loT platforms (and possibly devices and services) and allowing them to
exchange information. This interoperability platform is based on the oneM2M machine to
machine standards, which are adopted by the project as the standards for interoperability.
NOTE 2- In the AUTOPILOT project, the Sensinov oneM2M -based platform is used.

The proprietary 10T platforms are connected to the oneM2M interoperability platform through
oneM2M Interworking Proxy Entities (IPEs). Each proprietary 10T platform may configure the IPE to
share selected data types, relevant to Automated Driving vehicles and applications, with the
oneM2M interoperability platform. The goal of this process is that such data may then become
accessible and be shared by all the connected proprietary 10T platforms through the oneM2M
interoperability platform.

6.7.1.1.2.1 Details about IoT platform interoperability in the AUTOPILOT project

The AUTOPILOT IoT platform aims to enable a large -scale and open loT ecosystem, where new
0Othingsé (sensor s, vehicl es), services, applications,
may start exchanging information with the rest of the ecosystem components. In particular, as no

single O0standard | oT platformdé exists, the AUTOPI LOT ¢
of proprietary loT solutions distributed over various physical infrastructures and dedicated to

different geographic area s, services, or providers. The key challenge exists to connect these

proprietary loT platforms and make them communicate with each other to exchange information.
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Interoperability in AUTOPILOT is achieved based on the following three concepts:

A oneM2M loT Standards: Proprietary loT platforms are interconnected through a standard
oneM2M interoperability platform and oneM2M interworking gateways. By adopting the
oneM2M standards, AUTOPILOT aims to facilitate interoperability between the various loT
platforms, sensors, and services of the architecture by using:

A oneM2M interoperability platform to act as a central hub connecting the various
proprietary loT platforms, allowing them to exchange data and information through
standard oneM2M protocols and APIs.

A Interworking Proxy Entity (IPE), that is a specialized oneM2M AE (Application Entity) that
allows the oneM2M system to interact with any non -oneM2M system, in a seamless way,
through the Mca interface [39]. It has the capability to remap a specific data model to
oneM2M resources and maintain bidirectional communication with the non -oneM2M
system.

A loT Data Models: by using loT data required to be exchanged across the loT platforms, based,
whenever possible, on existing data models and specifications (such as DATEX 11]45] for
exchanging car park availability and traffic data, and SENSORIY46] for sharing vehicle
location and object detection data). The AUTOPILOT IoT data models cover the following
packages:

A Vehicle location and detection messages, based on SENSORIS,

A Event and object detection messages to be consumed by AD vehicles, based on
SENSORIS and DATEX I,

A Traffic situations, based on DATEX I,
A Parking availability information, based on the DATEX Il parking extension,

A Messages specific to automated valet parking, car sharing, rebalancing, and
platooning.

A Standardised Ontologies: Semantic interoperability is supported by semantically
standardising loT data field values (e.g. hazard types, vulnerable road user types, detected
object types, etc.) using ontologies.

6.7.1.1.2.2 oneM2M loT platform interoperability with AIOTI HLA  -compliant 10T platform

The support for IoT platform interoperability based on the solution provided by the EC H2020
AUTOPILOT project can be encompassed in the AIOTI HLA as shown in Figure 23.

The left part of Figure 24 shows the oneM2M IoT platform compliant to AIOTI HLA (identical to the

one shown i n Figure 27) and the right part shows (an IoT platform compliant to) the AIOTI HLA as
shown in Figure 4. As additional entity, Figure 24 shows the Interworking Proxy Entity, a specialized
oneM2M AE (Application Entity) that allows the oneM2M system to interact with any non -oneM2M
(Proprietary) system.
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Figure 24: oneM2M loT Platform Interoperability with AIOTI HLA  -compliant 0T platform
6.8 Data Spaces in the AIOTI High -Level Architecture

6.8.1 Data Spaces

While the term data space was coined more that 10 years ago 2, it was not until recent years that a
number of position papers such as BDVA 34, OpenDei 5, and initiatives, such as IDSA ¢, or GAIA -X7:8 or
FIWARP have started to propose a common understanding.

OpenDei provides a comprehensive definition:
From a technical perspective, a data space can be seen as a data integration concept which

does not require common database schemas and physical data integration but is rather based on
di stributed data stores and integration on an 0as hee

2 https://en.wikipedia.org/wiki/Dataspaces

3 Towards a European -Governed Data Sharing Space. Enabling data exchange and unlocking Al potential. April 2019
https://bdva.eulsites/default/files/BDVA%20DataSharingSpace%20PositionPaper April2019 V1.pdf

4 Towards a European -Governed Data Sharing Space. Enabling data exchange and unlocking Al potential. November 2020
https://www.bdva.eu/sites/default/files/BDVA%20DataSharingSpaces%20Position Paper%20V2_2020_Final.pdf

5 https://design _-principles -for-data _-spaces.org/

6 https://www.internationaldataspaces.org/wp -content/uploads/2019/03/IDS __ -Reference -Architecture -Model -3.0.pdf

7 https://www.data  -infrastructure.eu/GAIAX/Redaktion/EN/Publications/gaia -x-technical -architecture.pdf?__blob=publicationFile&v=5 . Release -June 2020
8 https://www.data _-infrastructure.eu/GAIAX/Redaktion/EN/Publications/gaia -x-technical -architecture.pdf

9 https://www.fiware.org/marketing -material/fivare -for-data -spaces -(release June 2021)
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Abstracted from this technical definition, a data space can be defined as a federated data
ecosystem within a certain application domain and based on shared policies and rules

FIWARE provides a definition which is aligned:

A data space can be defined as a decentralized data ecosystem built around commonly agreed
building blocks enabling an effective and trusted sharing of data among participants.

In this position paper, we will assume that a data space is a trustworthy decentralized environment
for data sharing .

Decentralisation is a particularly important char acteristic as showed in  Figure 25. It provides an
example of data spaces with five organisations engaged in carrying out operations on data. The
figure highlights

A two layers: the processing layer, and the data layer; and

A three concepts

A data exchanges: a relationship that involves organisations,
A data interoperability: a capability between processing systems, and
A data operations: activities carried out by processing systems.

Processing

- > - [

Data -

Interoperability

Data
operation

. Data
E N 4 ) exchange —
()

Qrganisation QOrganisation Organisation Organisation

1:,

Data

Figure 25: Decentralised data space example

6.8.2 Data Spaces using the HLA representation

The following mapping of the Data Spaces to the HLA representation is based on the information
provided i n t heGuidand® Tot therlrgegratiort of 10T and Edge Computing in Data
Spaces 6 , R e | e apariculat, . Figure 26 shows the data space example described in Figure 25,
using the HLA representation. The difference is the addition of the network layer which puts
emphasis on interoperability properties.
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Figure 26: Data space example using the HLA representation

6.8.3 Digital Twin using the HLA representation

The two layers (processing layer, data layer) and the three concepts (data exchange, data
interoperability and data exchange) can be used to illustrate data spaces in various configurations.
Figure 26 provides an example illustrating Al capability in a digital twin:

A the processing layer focuses on knowledge handling and reasoning, while the data layer
focuses on and knowledge representation and storage;

A data exchange takes place between the handling and reasoning capabilities of the virtual
entity and the same capabilities of the physical entity;

A data interoperability is enabled by knowledge representations agreed between the virtual
and the physical entity and

A data operations are carried out handling and reasoning capabilities of the virtual entity and
the same capabilities of the physical entity.

Handlingand reasoning “ Handlingand reasoning
Data
[ Data exchange Data
operation . operation
Data and knowledge “ Data and knowledge
Data
Digital twin virtual entity Interoperability Digital twin physical entity

Figure 27: Al capability in a digital twin example

Figure 28 shows the digital twin example described in Figure 27 using the HLA representation
(depicted in Figure 4)
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Figure 28: HLA representation of digital twin example

6.8.4 Computing Continuum Perspective

A computing continuum perspective integrating 10T and edge computing is needed.
shows a data spaces where this continuum is visualised from left to right:
A 10T devices carry out some data operations and exchange data,
A Edge systems carry out further data operations and exchange further data,
A Cloud systems carry out further data operations and exchange further data
- ata Processing
|:J x echhatngE
Data
operation
— Interolila;:abiliw A (\/\ 8 -
= =) - - e =]
Data

loT

Edge

Cloud

Figure 29: Computing continuum perspective of data spaces

Figure 30 shows the same computing continuum perspective using the HLA representation.
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Figure 30: Computing continuum perspective of data spaces based on HLA

6.8.5 Federated Systems Perspective

A federated system perspective can also b e needed. Figure 31 shows this: while data exchange
can take place within a data space ecosystem, two separate ecosystems can also exchange

data. Federation is suitable in particular to achieve cross domain exchange e.g. between the
energy and the transport domain as shown in Figure 32.
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Figure 31: Federated systems perspective of data spaces
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Figure 32: Domain perspective of data spaces

6.8.6 Data Collecting and Trading Perspective

A data marketplace perspect  ive can also be needed. Figure 33 shows a data collecting system, a
data trading system, consisting of a market place, data providers and data consumers.
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N AN = by - AN
Data layer Data Data Data

exchange exchange exchange

Network layer _

Data Market Data
provider place consumer
Data Data
collection Trading

Figure 33: Data collecting system and data marketplace
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7 Mapping of SDOsd work to the AI OTI HLA

The purpose of this clause is to provide examples of mapping of existing SDO/alliances/projects
architectures to the AIOTI HLA functional model. The intent of this mapping exercise is three - fold:

A Demonstrate that AIOTI HLA is closely related to existing architectures and architectural
frameworks

A Provide positioning of existing standards vis  -a-vis the HLA
A Derive any possible important gaps in the HLA (even if the HLA aims to remain high -level)

This clause does not intend to be exhaustive, other mappings can be added in future releases of
this document.

7.1 ITUT

INITUT Recommendation Y. 4000 o0Overvi ew oTfhastdavelopédrah er net
loT Reference Model which provides a high level capability view of an loT infrastructure. As shown

in Figure 34, the model is composed of the following layers, providing corresponding sets of

capabilities [Note - likewise for the AIOTI HLA, a layer represents here a grouping of modules offering

a cohesive set of services]:

A Application Layer (Application capabilities)

A Service Support and Application Support Layer (SSAS capabilities - distinguished into Generic
support capabilities and Specific support capabilities)

A Network Layer (Network capabilities - distinguished into Networking capabilities (Control
plane level) and Transport capabilities (Data plane level))

A Device Layer (Device/Gateway capabilities)

The Security capabilities and Management capabilities - both distinguished into Generic Security
(Management) capabilities and Specific Security (Management) capabilities 0 are cross -layer, i.e.
they can be provided in support of different capability group ings.
r _ /ﬁ -~ ~ r,-\ "~
é‘ 5 Application loT .%’
S layer Applications =
=g |\ J| =
2E . N |7
Service - —
support and Gcr}crlc Support Specific Support v o
= 8 Application Capabilities Capabilities B =
s E \support layer Y =8
e e . — N| 2z
5 = Network | Networking Capabilities = g
= UE layer ==
% g 9 | Transport Capabilities E} S
o2 | N[ ES
B 2 , , g
= = Device Device Gateway w
= = layer Capabilities Capabilities
. AN a J

Figure 34: ITUT Y.4000 loT Reference Model
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Figure 35 provides an initial high level mapping of the ITU  -T Y.4000 loT Reference model to AIOTI HLA
functional model.

Specific
capabilities

Specific
security
capabilities

loT Entity loT En:ity-
e.g. for
-e.g. for — o

generic support support

Management capabilities

Security capabilitigs

mgt

capabilities

security
_capabilities

E Device and Gateway capabilities (note)

1 Comma nds/data structure

3 ) Data plane 5 JInter-capability exchange

2 ) Interfaces to access SSAS capabilities ("4 Control plane interfaces 6 )inter-platform capability exchange
note: not equivalent to physical device/gateway

Figure 35: ITUT loT Reference Model mapping to AIOTI HLA functional model

Various detailed studies related to IoT functional framework and architectural aspects have been

developed or are currently in progress within ITU -T; relevant ones include ITU -T Rec. Y.4401
(0OFunctional framewor k and c ap ab)lTUTRecensmermdtiont F.@48%5 nt er n
(0ORequirements and reference archit ec tTiReeemmerddatioi2 M ser
Y. 4416 (O0Architecture of the Internet of Things based

7.1.1 ITUT Coordination of Networking and Computing (CNC)

ITUT is currently developing specifications on the coordination of networking and computing in IMT -

2020 networks and beyond (CNC). The topic, while not specific to 10T, aims to address the networ ko
simultaneous support of critical service requirements on computing, networking and storage

resources raised by the emergence of new services and applications, such as - but not limited to -

cloud virtual reality, Internet of vehicles services, large -scale scientific data applications

The coordination among resources of the same or different types is necessary: by applying
coordination of utilization, computing control and management, storage and networking for the

purposes of provisioning and optimization, the satisfaction of requirements of resources users, and

the improvement of resources utilization, may be ach ieved.

Recommendation ITU -T Y.34000 Coor di nati on of networ ki 2020 metwdrksc o mpu't
and beyond O0Re qui r e mepproveddby ITU -T SG13 in December 2023 :

specifies the requirements for CNC, with requirements in the areas of measurement of resources,
identification and addressing of resources, awareness of resources, joint scheduling of resources,

unified management and orchestration of resources, resource transaction, energy saving, QoS
assurance, fixed, mobile and satellite convergence, intelligence and automation, security and
privacy.
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Appendix | of Y.3400 illustrates some relevant application scenarios for CNC.

Various CNC related draft Recommendations are also under progress within SG13, including:

Y.IMT2026CNC-FW 0 Coordi nation of net wor k2020getworkdandcheyon@ut i ng i
0Capability framewor ko;

Y.IMT2026 CNC-RSO Fut ur e net wor k-2020 -Requirerdents and dapability framework
of resource scheduling for coordination of networking

Y.IMT2026Qo0S-cnc -req 0 Qo S a s s -telatadnregeirements and framework for computing and
network convergence supported by IMT 2020 and beyond©é¢;

Y.M&O-CNC-fra 6 Management and orchestration rel ated requi
coordination of networking and computing in IMT 2020 networks and beyond©é;
Y.EFMSCGCNC O Fi xed, mobil e and s a t eCbordindtien ofc retwerlkéng caedn c e

computingforIMT -2020 networ ks and beyond©é6.

Other ITU-T SG13 specification efforts in relation with the coordination of networking and computing
(but focused on NGNe (NGN evolution)) include:

Y.2501 0Computing Power Network - framework and architecture 6 ;

Y.25020 Computi ng poweAutnheetnwoirckati on and orchestration ar

Y.CPN-CL-Arch 6 Requi rements and architecture of CPN contro
NGNe 6 ;

Y.CPN-exp-reqts 0 Requi rements of capability exposure in CPNG;

Y.CPN-TRArch 0 Requi rements and functional architecture O
transaction platfor mé6;

Y.Suppl.CPN-UCO0Use cases of Computing power network in NGNe

Y.Suppl.CPN-EF 0 Expectations and i nformati on fl ows of res
orchestration in computing power networkaq.

NOTE The status of all ongoing ITUTwork items can be accessed (by authorized users) here .

7.2 oneM2M

Figure 36 provides the mapping between oneM2M and the AIOTI HLA functional model. oneM2M
specifies a Common Services Entities (CSE) which provide loT functions to oneM2M AEs
(Applications Entities) via APIs [4]. The CSEs also allows leveraging underlying network ser vices
(beyond data transport) which are explicitly specified in oneM2M and referred to as Network
Services Entity (NSE).

oneM2M has specified all interfaces depicted in Figure 36 to a level that allows for interoperability.
Three protocols binding have been specified for Mcc and Mca reference points: CoAP, MQTT,
Websockets, and HTTP. As regards the Mcn reference point, normative references have been made

to interfaces specified by 3 GPP and 3GPP2 in particular.
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However, oneM2M does not specify vertical specific data formats for exchange between App
Entities according to AIOTI HLA interface 1. This can however be achieved by interworking with
other technologies such as ZigBee, AllSeen, etc.

App Entity

Application
. layer
things

Network

Networks layer

CSE: Common Services Entity - NSE: Network Services Entity - AE: Application Entity
Mecn: reference point between a CSE and the Network Services Entity (NSE), enable a CSE to use network services such as location and QoS

Mcc/Mcc': reference point between a CSE and a CSE. It allows registration, security, data exchange, subscribe/notify, etc.
Mca: API to Application Entities that expose functions of the CSE.

oneM2M CSE functions include: device management, registration, discovery, group management, data management and repository, etc.

Figure 36: Mapping oneM2M to AIOTI HLA

7.3 lIC

The Industrial Internet reference Architecture (IIRA) is a standard -based open architectur
description and representation of the architecture are generic and at a high level of abstraction

to support the requisite bsoweHlC).i ndustry applicability

Figure 37 provides a three -tier architecture as specified in [5].

Edge Tier Platform Tier Enterprise Tier

Proximity Network

~P Access Network Sorvice Platform Setvice Network -
(.. i Edge Gateway -
» Data Flow Data Data Flow __dd

ﬂ | | Transform Analytics ot Domain Applications

ED‘. Conerol Flow Control Flow
Operations
Edge Gateway
d~ Rubes & Controls

Device Management
Data Aggregation

Figure 37: IIC Three-Tier lloT System Architecture
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It is important to be noticed that in 2019, the IIC and the OpenFog Consortium were combined to
focus on Industrial 10T, fog and edge computing. The organizations have been working together to

drive the momentum of the industrial internet, including the development and promotion of industry
guidance and best practices.

The OpenFog Architecture defined a system -level architecture to exten d elements of computing,

networking and storage across the cloud through to the edge of the network. The OpenFog

architecture, shown in  Figure 38 that is now integrated in the IIC architecture s argued to serve use

cases that cannot be served with centralised o0cloud o

The OpenFog Consortium, was formed in November 2015, is based on the premise that an open
architecture is essential for the success of a ubiquitous fog computing ecosystem for loT platforms
and applications.

Internet /Cloud /Servers
(Global)

Core Network /Routers
(Regional)

Access / Edge Nodes
(Neighborhood)

Gateway /CPE Amswdab=aai 7N
(Building/Street) SN L.C )

Endpoints / Things & -H ¢ V _
A@O000OOO0O6HGO

'Figure 38: OpenFog cloud hierarchy

The OpenFog cloud infrastructure elements can host both App Entities and 10T Entities in the context
of AIOTI HLA context.

The IIC edge Computing Publications are listed below, which include as well the publications that
had been initiated by the OpenFog consortium:

1 OpenFog Reference Architecture

1 OpenFog Reference Architecture Executive Summary

M Fog andloT: An Overview of Research Opportunities

M1 From Cloud to Fog and the Internet of Things

1 Fog Computing and its Role in the Internet of Things

1 Fog Networks

1 Fog Networking: An Overview of Research Opportunities
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1 Fog Computing and the Internet of Things: Extend the Cloud to Where the Things Are

T OpenFog Security Requirements and Approaches

The mapping of IIC to the AIOTI HLA is depicted in the following Figure 39.

Edge Tier Platform Tier Emterprise

3 App Entity
P : . vy Network - 1y Netw otk App Entity
-, Edge Gatew 3 4
‘,) 5 sl - Analytict s Domam Applhc ations
App ™ - Py Control Flow Control How
Entit o
App Operatoes 3 4
Entit Edge Gateway

‘~ Rudes & Controls

Device Management

data Aggregation

Figure 39: Mapping HLA to IIC three tier IIS architecture

In Figure 39, devices in the IIC proximity domain would typically run App Entities according to the
AIOTIHLA. The Edge gateways would in turn be mapped to loT Entities, implementing as an example
device management for proximity network devices.

Interactions with the network for the purpose of data exchange or other network services are
depicted through the interface 3 and 4 from the AIOTI HLA. Finally, the Application Domain in IIC
would be equivalent to AIOTI App Entities running in the enterpri se data centres.

7.4 RAMI 4.0

Industrie 4.0 covers a highly diverse landscape of industries, stakeholders, processes, technologies
and standards. To achieve a common understanding of what standards, use cases, etc. are
necessary for Industrie 4.0, a uniform architecture model (the Refe rence Architecture Model
Industrie 4.0 (RAMI 4.0)) was developed by VDI/VDE GMA & ZVEI in Germany [16], serving as a basis
for the discussion of interrelationships and details. RAMI 4.0 has been further defined by DIN as DIN
SPEC 91345 [17] and IEC as IEC PAS 63088 [18].

Besides the reference architecture model, RAMI 4.0 defines the 14.0 component which links the
assets in the Industrie 4.0 environment like products, production machines or production lines and

systems with their virtual presentation in cyber space the so c alled administration shell.

The reference architecture model as shown in Figure 40 structures the Industrie 4.0 space into its
fundamental aspects. It expands the hierarchy | evel s
and oOProductdé or work piece | evel at the bottom, and

boundaries of the individual f actory at the top. The left horizontal axis represents the life cycle of
systems or products and the value stream of production.

I't also establishes the distinction between 0Typed ar
the left define various architectural viewpoints on Industrie 4.0 that are relevant from a system
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design and standardization point of view. The specific characteristics of the reference architecture
model are therefore its combination of life cycle and value stream with a hierarchically structured
approach of various architectural views.

ve
Huef’ GTgG 5"

506”

Figure 40: RAMI 4.0 reference architecture

The mapping of RAMI 4.0 to the AIOTI HLA & functional model - is depicted in the following Figure.

1 1 &
Application
layer

»

loT
layer

Network
layer

Commands/data structure 3 ) Data plane S ) Horizontal services

terfaces to access loT Entities 4 ) Network control plane interfaces (location, QS, etc)

Figure 41: Mapping RAMI 4.0 to AIOTI HLA 8 functional model
The following explanations can be made as regar ds Figure 41:
As the AIOTI HLA and RAMI 4.0 have different purposes and approaches only a rough mapping can

be performed and a 1 to 1 relation between the components in the two models is not always
possible.
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A The HLA Network layer represents the loT communication capabilities and maps to the RAMI
4.0 Communication Layer

A The HLA IoT and App Layer represent functional and information components that map to
the RAMI 4.0 Functional and Information layers

A Things, People, HW components map to the RAMI 4.0 Asset and Integration layer

A Note that functions at the network, l1oT and App Layer like routers, data storage and
processing would appear at the RAMI 4.0 functional layer from a functional point of view
and in the physical representation at the asset layer

The mapping of RAMI 4.0 to the AIOTI HLA & domain model - is depicted in the following  Figure 42.
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Figure 42: Mapping RAMI 4.0 to AIO11 HLA 0 domain model

The following explanations can be made as re gards Figure 42:

A The Things in HLA are equivalent to the Asset layer of RAMI 4.0. They are the physical part of
the 14.0 component and can appear at all hierarchy levels from products to field devices
like sensor to whole production lines and even factories.

A In HLA, Things are represented by virtual entities in the digital world. This corresponds to the
virtual part of the Industrie 4.0 component of RAMI 4.0

A The HLA loT Device performs the interaction between the physical things and the digital
world. In RAMI 4.0 this is a task of the Integration layer.

With the HLA IoT Service the Service Oriented Architecture (SOA) approach of RAMI 4.0 is supported.
7.5 Big Data Value Association

The BDVA Big Data Value Reference Model (from the BDVA SRIA 4.0 document [31]) is shown in the
figure below.

The BDV Reference Model has been developed by the Big Data Value Association (BDVA), taking

into account input from technical experts and stakeholders along the whole Big Data Value chain

as well as interactions with other related PPPs. An explicit aim of the BDV Reference Model in the
SRIA 4.0 document is to also include logical relationships to other areas of a digital platform such as
Cloud, High Performance Computing (HPC), I0T, Networks (5G and beyond) , Cybersecurity etc.
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The BDV Reference Model may serve as common reference framework to locate Big Data
technologies on the overall IT stack. It addresses the main concerns and aspects to be considered
for Big Data Value systems.
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Figure 43: Big Data Value Association 0 BDV Reference Model
The BDV Reference Model is structured into horizontal and vertical concerns.

A The horizontal concerns cover specific aspects along the data processing chain, starting

with data collection and ingestion, reaching up to data visualization. It should be noted that

the horizontal concerns do not imply a layered architecture. As an example, data
visualization may be applied directly to collected data (data management aspect) without

the need for data processing and analytics. Further data analytics may take place in the 10T
area 0 i.e. Edge Analytics. Logical areas are shown, but they might execute in different
physical layers.

A The vertical concerns address cross -cutting issues, which may affect all the horizon

tal

concerns. In addition, verticals may also involve non -technical aspects (e.g., standardization

as technical concerns, but also non  -technical ones).

Given the purpose of the BDV Reference Model to act as a reference framework to locate Big Data
technologies, it is purposefully chosen to be as simple and easy to understand as possible. It thus
does not have the ambition to serve as a full technical refe rence architecture. However, the B
Reference Model is compatible with such reference architectures, most notably the emerging 1ISO

DV

JTC1 WG9 Big Data Reference Architecture 0 now being further developed in ISO JTC1 SC42

Artificial Intelligence [32].

The remainder of this clause elaborates the technical areas as expressed in the BDV Reference
Model.
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Horizontal concerns:

A Big Data Applications : Solutions supporting big data within various domains will often
consider the creation of domain specific usages and possible extensions to the various
horizontal and vertical areas. This is often related to the usage of various combinations of the
identi fied big data types described in the vertical concerns.

A Data Visualization and User Interaction: Advanced visualization approaches for improved
user experience.

A Data Analytics : Data analytics to improve data understanding, deep learning, and
meaningfulness of data.

A Data Processing Architectures : Optimized and scalable architectures for analytics of both
data -at-rest and data -in- motion with low latency delivering real -time analytics.

A Data Protection : Privacy and anonymization mechanisms to facilitate data protection. It also
has links to trust mechanisms like Blockchain technologies, smart contracts and various forms
for encryption. This area is also associated with the area of Cybersecurity , Risk and Trust.

A Data Management : Principles and techniques for data management including both data
life cycle management and usage of data lakes and data spaces, as well as underlying
data storage services.

A Cloud and High Performance Computing (HPC): Effective big data processing and data
management might imply effective usage of cloud and high performance computing
infrastructures. This area is separately elaborated further in collaboration with the Cloud and
High Performance Computing (ETP4HPC) commu  nities.

A loT, CPS, Edge and Fog Computing : A main source of big data is sensor data from an loT
context and actuator interaction in Cyber Physical Systems. In order to meet real - time
needs, it will often be necessary to handle big data aspects at the edge of the system.

Vertical concerns:

A Big Data Types and semantics: The following six big data types have been identified - based
on the fact that they often lead to the use of different techniques and mechanisms in the
horizontal concerns, which should be considered, for instance for data ana Iytics and data

storage: 1) Structured data; 2) Times series data; 3) Geospatial data, 4) Media, Image, Video
and Audio data; 5) Text data, including Natural Language Processing data and Genomics

representations; 6) Graph data, Network/Web data and Meta da ta. In addition, it is
important to support both the syntactical and semantic aspects of data for all big data
types.

A Standards: Standardisation of big data technology areas to facilitate data integration,
sharing and interoperability.

A Communication and Connectivity: Effective communication and connectivity mechanisms
are necessary for providing support for big data. This area is separately elaborated further
with various communication communities, such as the 5G community.

A Cybersecurity: Big Data often need support to maintain security and trust beyond privacy
and anonymization. The aspect of trust frequently has links to trust mechanisms such as
blockchain technologies, smart contracts and various forms of encryption. The Cybersecurity
area is separately elaborated further with the Cybersecurity PPP community.

A Engineering and DevOps: for building Big Data Value systems. This area is also elaborated
further with the NESSI (Networked European Software and Service Initiative) Software and
Service community.
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A Data Platforms: Marketplaces, IDP/PDP, Ecosystems for Data Sharing and Innovation support.
Data Platforms for Data Sharing include in particular Industrial Data Platforms (IDPs) and
Personal Data Platforms (PDPs), but also include other data sharing platfo rms like Research
Data Platforms (RDPs) and Urban/City Data Platforms (UDPs). These platforms include
efficient usage of a number of the horizontal and vertical big data areas, most notably the
areas for data management, data processing, data protection an d cybersecurity.

A Al platforms: In the context of the relationship between Al and Big Data there is an evolving
refinement of the BDV Reference Model d showing how Al platforms typically include support
for Machine Learning, Analytics, visualization, processing etc. in the upper technology areas
supported by data platforms o for all of the various big data types.

7.5.1 Mapping of the BDV Reference Model to the AIOTI HLA

NOTE 1 The mapping of the BDV Reference Model to the AIOTI HLA described in this clause reflects
the initial understanding of the team of AIOTI WG Standardisation who have contributed to the
study and is subject to further enhancements in next Release(s) of this document.

A mapping of the BDV Reference Model to the AIOTI HLA is shown in
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Figure 44: BDV Reference Model mapping to the AIOTI HLA

NOTE 2 The BDV Reference Model shows technical areas and capabilities, but without a particular
layering perspective. The different capabilities may reside in different clients and servers in different
configurations.

NOTE 3 The Time Series/loT and Media/Image/Audio Data types of the BDV Reference Model,
because of their particular interest in an loT context, are marked in red across the various technical
areas of the BDV Reference Model.

NOTE 4 The Semantic Interoperability focus through data types of the BDV Reference Model is
shown via (red) dotted line in order to highlight its relevance in both the BDV Reference Model and
the AIOTI HLA context.

The followings are key considerations concerning the BDV Reference Model mapping to the AIOTI
HLA.

The App Entities of the AIOTI HLA provide application logic which may include data visualization
and user interaction services, data analytics capabilities, various kinds of data processing
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capabilities, data protection support and data management logic, as well as support for
cloud/HPC execution. In addition, the App Entities may include support for Cybersecurity and Trust.

The loT Entities of the AIOTI HLA may include access and management capabilities for sensors and
actuators, but also support for data analytics (edge analytics), data processing, data protection
and data management. In addition, the 10T Entities may include support for Cybersecurity and Tr ust.

The Networks of the AIOTI HLA are linked to the Communication and Connectivity area of the BDV

Reference Model. In particular, they support short -range and long -range connectivity and data
forwarding between entities, and both synchronous and asynchronous communication
mechanisms, with appropriate QoS support. The Networks also

communication and connectivity. In addition, they may include support for Cybersecurity and Trust.

NOTE 5 The BDV Ref erence Mo d e | areas of , respecti ve
I ndustrial/ Personal 6, o0Development, Engineering and D
to the AIOTI HLA in the above figure. The first area might be relevant for 10T data managem ent, the

second area might be relevant for the total life cycle of 10T data, the third area is relevant for all
areas (layers).

A corresponding mapping of the AIOTI HLA (entities) to the BDV Reference Model (technical areas
and capabilities) is showni n Figure 45.
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Figure 45: AIOTI HLA mapping to the BDV Reference Model
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7.6 3D IoT Layered Architecture

NOTE The mapping of the 3D IoT Layered Architecture to the AIOTI HLA functional model is not

specifically discussed in this Release of the document. Nevertheless, an obvious consideration is

that only the oLayersé view of the 3D I oT Layered

HLA functional model.

The 3D IoT Layered Architecture (aka the 3D model), specified in [40] and [41], is an approach to
define, identify and co -relate multiple loT system features, architectural characteristics and
properties in Large Scale pilot (LSP) loT systems, se e Figure 46.

The principle of this Reference Architecture is to use a number of 2D views that are a projection of

the 3D view on a specific plane. In particular, a preliminary analysis of how the stakeholders are
involved in the definition of an I0T system can be align ed by using each of the three main views
analysed and shortly described in this clause.

TR EEEEREE
3 ) : 2

o\

(\

Figure 46: The three main views in the 3D Model (Layers, Cross  -cutting functions, and Properties) [41]

The oOLayerso6 vi ew ek Rigute g refardto theodesall characteristics of IoT Systems

from a functional and operational perspective. It includes aspects from physical devices,
networking, cloud infrastructures, data, services and applications but also collaboration. The main
usage of th is view is to facilitate the identification of necessary functional blocks for interoperability
at the different oO0layerso6 in |l oT systems.

Collaboration [ ]
Application [ ]

Abstraction
Storage

Processing

Network Comm. .

Physical .
Layers

[
Figure 47: The Layers view in the 3D Model (Layers, Cross -cutting functions, and Properties) [41]
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The oO0ruadsgs ng Funct i Biguse &8, xefers o propsries of the 10T system which are
not resulting from just functional components but more from the interactions amongst these
components. It includes security, safety & resilience, trust and privacy, connectivity, interoperability,
dynamic composition and automated interoperability. The main usage of this view is to support the
protected and reliable exchange of information.

Collaboration =
Application &
Abstraction [ f=H V
Processing Il

Network Comm. ' '

Cross-cutting functions

Figure 48: The Cross-cutting Functions in the 3D Model (Layers, Cross  -cutting functions, and Properties) [41]

The o0Pr oper edFRgsré 49yréfesvo, featsires and characteristics of the 10T systems that are
not associated with the data but with the administrative and managing aspects of the loT
infrastructure and the system itself. It includes Intelligence, Availability, dependability,
manag eability, integrity, scalability composability and Interoperability. The main usage of this view

is for identification of the properties characterizing 0T systems or applications.

Collaboration

Application
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Processing

Network Comm.

Manageability

z
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Figure 49: The Properties view in the 3D Model (Layers, Cross -cutting functions, and Properties) [41]
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7.7 ISO/IECJTC1

ISO/IEC JTCL1 started in 2018 the activity group AG8 on meta reference architecture, the purpose
of which was to provide guidance on the specification architecture standards. AG8 was disbanded
in 2023 further to the provision of a guidance document which po inted out the following points:

A ISO/IEC/IEEE 42010 Architecture description provides the concepts (stakeholders concerns,
viewpoints and views)

A ISO/IEC 30141 ED2 (loT reference architecture) to include a construction view that allows to
use construction patterns. A variety of construction patterns can be used, such as SGAM in
smart grids or RAMI in smart manufacturing, or another reference archite cture standard, such
as ISO/IEC 30188 Digital Twin Reference Architecture.

Further to AG8 study, ISO/IEC JTC 1/SC 7/WGA42 has started the development of two standards:

A ISO/IEC/IEEE 42024 Architecture fundamentals

A ISO/IEC/IEEE 42042 Reference architecture
In parallel ISO/IEC JTC 1/SC 41 is about to publish ISO/IEC 30141 ED2 (loT reference architecture)
and has started ISO/IEC TR 40141 (Guidance on reference architecture). The figure below depicts

the approach used:

A The first step is to use ISO/IEC Ed2 30141 to guide the selection of a derived requirements,
construction patterns and guidance:

A ISO/IEC Ed2 30141 is extended by construction patterns, or architecture patterns that can
be used at the reference architecture level. Some constructions patterns are already
specified such as the IoT component capability pattern, the 10T enterprise networ king
pattern or the RAMI 4.0 pattern.

A ISO/IEC Ed2 30141 is supported by guidance document such as ISO/IEC TR 40141 or
ISO/IEC 30149:2024.

A The second step is to use the derived requirements, construction patterns, guidance to
guide the specification of an loT implementation architecture.

A The third step is to implement the loT system.
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ISO/IEC Ed2 30141

- loT reference
architecture extended by supported by
Step1 o gudes Construction Guidance
eg. ISO/IEC
FEHETS TR 40141
- Derived requirements,
construction patterns
- and guidance
Reference architecture
Step2 o T T T T T T e e e e e ————— - -
guides
Implementation architecture

loT implementation
architecture

guides
implementation

Step 3 =

L loT system

Figure 50: ISO/IEC JTC1 Reference architecture approach

The approach is versatile, as showed in the figure below:

A the requirements are those described in the architecture views of ISO/IEC Ed2 30141,

A the construction patterns include the component capability pattern , the 10T enterprise system
pattern described annexes of ISO/IEC Ed2 30141 , and the HLA (considered as a pattern).

A the guidance includes this document and the loT trustworthiness principles (ISO/IEC TS
30149:2024).

Requirements 1

loT
reference
architecture
ISO/IEC 30141 Ed2

Construction
patterns I I |
Component ]
capability loT enterprise
Pattern system pattern HLA pattern
ISO/IEC 30141 Ed2 ISO/IEC 30141 Ed2
Guidance I I

lc;-:c:ﬁ::;i?r:e loT trustworthiness

guidance principles
ISO/IEC TR 40141 ISO/IEC TS 30149
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Figure 51: Example of using the ISO/IEC JTC1 Reference architecture

7.7.1 ISO/IEC 30141:2024 10T - Reference architecture

This section provides a brief description of  ISO/IEC 30141:2024 10T - Reference architecture

As shown in Figure 52, the ISO/IEC 30141:2024 IoT - Reference architecture building blocks are

A 10T Environment can be composed of loT Systems
A 10T Systemis composed of loT components.

A The loT component view is shown in  Figure 53.

and loT components

loT Environment

-
An loT environment is composed of 0T systems
and loT components
loT System
_—
An loT system is
composed of loT
components An loT system may be a type of loT
component — if its capabilities are
available through a network interface
\ 4 4 |

loT Component

Figure 52: ISO/IEC 30141:2024 10T - Reference architecture , copied from [SO/IEC 30141:2024 10T - Reference

architecture
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Application entities are part of the ISO/IEC 30141 loT Environment layer . However, is worth noting
that there are application entities that are clearly created to be a part of the loT Environment. There

are also other applications that are more of separate IT systems, mainly dealing with other kind of
information than loT data  but where 10T data are provided to that system by an loT system. Whether

or not such separate IT system should be considered to be a part of the loT environment could be
investigated and is up to an IT architect designer. It can be assumed that the interface to such
separate IT system is a part of the loT Environment but not the separate IT System itself.

The network infrastructure provides the connection between the components of the 0T System.

Thus, the network infrastructure is also a part of the 10T System, comprising the system together with

the loT Components. Furthermore, since an loT System can be a system of systems, there can be
network infrastructures on many layers.

I 1,| Application interface
Capability

1
1

1

1

1

1

I—L' Human User interface :
(Ul) Capability !

1

1

1

1

1

loT Component I H Network interface

. Interface
Capability Capabilities
Supporting
Capability
L _—
— R N
: Actuating
| Capability
i
: Transducer Sensing
| Capabilities Capability Latent
"""""""" etk . Capability
! Data transferring |
1 Capability 1
| 3 l
: Data processing :
1 Capability 1
| 1 I
! Data Data storing i
| Capabilities Capability i

Figure 53: loT Component view based on ISO/IEC 30141:2024 loT - Reference architecture, copied from ISO/IEC
30141:2024 10T - Reference architecture
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8 Relationship to other functional models or systems

8.1 Introduction

This clause provides relationship between the AIOTI functional model and other functional models.
While the AIOTI HLA functional model depicts interfaces within the loT system, other external
interfaces are extremely important to study for the purpose of o perational deployments at large
scale. Figure 54 shows in particular interactions with Big Data frameworks and other service
platforms (banking, maps, open data, etc.).

AIOTI HLA

E2 Other systems (banking,
E.g. NGSI maps, open data)

’ E-1 (gap)
Big data

Figure 54: Relationship to other systems
Figure 54 showsin particular two interfaces:

A E-1: used to integrate with big data architectures, e.g. as documented by NIST in [2].

A E-2: used to exchange context information with other service platforms: location, maps,
banking, etc. In the context of Fiware, interface E -2 is implemented using APIs based on the
OMA NGSI protocol.
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8.2 Framework of 0T -Big Data integrated architecture

8.2.1 Relationship to NIST Big Data framework

The NIST Big Data interoperability framework has been described to a great extent in the following
document [2]. Of particular interest to the scope of this deliverable is the NIST Big Data Reference
architecture which is depicted in Figure 55.

INFORMATION VALUE CHAIN

DATA DATA
Big Data Framework Provider
Horizontally Scalable
Vertically Scalable

KEY: Big Data Information
Flow

ﬁ Service Use SW Tools and Algorithms
Transfer

IT VALUE CHAIN

Security & Privacy

Figure 55: NIST Big Data reference architecture

When considering the relationship between AIOTI HLA functional model and the NIST Big Data
reference architecture, it is possible to consider a Data Provider as a HLA App Entity running in a
Device or Gateway. The Big Data Application Provider could be an HLA loT Entity or an App Entity
running in a cloud server infrastructure, e.g. performing data aggregation. Finally, a Data Consumer

could be an App Entity running in a Utility back -end server. Figure 56 depicts this mapping example.
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Figure 56: Mapping of AIOTI functional model entities to NIST big data reference architecture
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InFigure 56t he i nterface depicted with (0?76) to a Big Data
in Large Scale Deployments of AIOTI. Further study is needed to figure -out current standardization
developments related to this interface. A standardized interface may p rovide market benefits and

remove dependency on a particular provider for the Big Data framework.

8.3 loT-enabled Data Marketplaces

8.3.1 High-level architecture of an loT -enabled Data Marketplace

Figure 57 provides a possible high -level architecture for an loT -enabled Data Marketplace [42].

e —— —————
/ﬁ\ /:\
Ie ™\ e ™
Data Buyer Data Enricher
(consumer) (algorithms)
N
RN vy M
é @\ f
Managed Data Lake . 6 ) > Managed Data Lake 1
etadata /) ( ili
::‘m‘nniu-‘rc al data) (e.g.city) Open data | L (e.g. utility) )
s
| Data Aggregator \l\‘\
S =)
I/- ? ll l l L _\I
g Y ~ —
Data Seller Data Seller Data Seller Scope of AIOTI HLAv4
(producer) (producer) (producer)
loT infrastructure loT infrastructure loT infrastructure
| S ~— N~/ J
AN S

Figure 57: A possible high -level architecture for an IoT -enabled Data Marketplace

This reference architecture includes functions that could be mapped to different stakeholders, and
multiple functions can be implemented by the same administrative stakeholder in a given
operational deployment.

A Data Sellers are entities that deploy an IoT infrastructure, for example smart energy meters.
These entities are interested in selling the collected data or subsets of that data. This sale
must be in accordance with privacy regul atSelleens an
would typically publish both commercial data (1) and open data (2) using a Data
Aggregator. Alternatively, the open data may be contributed directly to a Managed Data
Lake (3).

A DataAggregators are programmed to aggregate mostly 6dumbéd
sources, merging these data streams to create more valuable sources of information. A Data

Aggregator would typically contribute both open data (5) and metadata pertaining to

commercial data sets (4) to a Managed Data Lake. Metadata would provide a semantic

description of the data as well as the terms of contractual agreements governing data

transactions. The Data Aggregator would be responsible for transacting data on be half of

data producers in exchange for a portion of associated revenue streams.
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A Managed Data Lakes 10 would typically store a massive amount of data and metadata to
enable data discovery, as shown in arrows (7) and (9). This reference architecture assumes
that a Managed Data Lake does not store commercial data.

Foll owing a Data Buyero6s discovery of data of i n
subscribe to an automated smart contract (10) for the agreement and immediate pay -out
of the Data Sellerds expected price (1l1l)eforthe ot hel

Data Seller to receive a revenue stream in a periodic manner, for example once a month.

The provider responsible for the Managed Data Lake would automatically receive a
commission on every transaction facilitated, a key requirement for the finan cial sustainability
of the data lake.

1. After the settlement of the payment, the actual data would be exchanged peer -to -peer
(12) between a Data Buyer and Data Aggregator.

2. A Managed Data Lake could also contain mirrors of metadata from other lakes. The
mirroring process is shown in (6).

9 Data Enrichers are entities buying commercial data or consuming open data (7) with the
intention of applying algorithms to enrich data and resell new data sets as a value -added
service, typically to provide analytics yielding new insights and predictions. A Data Enricher
would contribute its metadata back to a Managed Data Lake (8).

i Data Buyers consuming data streams or downloading data sets (12) are interested in the
additional value that external data can bring to their internal data.

8.3.2 Fundamental concepts for successful deployment of an loT -enabled Data Marketplace
Certain concepts are fundamental to the successful deployment of IloT -enabled Data
Marketplaces adopting the high -level architecture shown in  Figure 57.

A Metadata provide descriptions of the data assets up for sale by different stakeholders as well
as the methods to transact in these assets. It is important that data sellers and buyers share
a common understanding of what the data is about . Reaching this common understanding
would only be possible with a  standard or agreed ontology. NOTE - ITUT SG20 and Open
Geospatial Consortium could be the two initiatives to consider this standards gap.

A Mirroring metadata is the concept of exposing metadata in a third -party data lake. This
mechanism allows for cross -domain data discoverability.

A Cross-domain data discoverability facilitates the distributed, collaborative development of
data -driven solutions in line, for example, with the principles put forward by the EU Digital
Single Market.

A Blockchain and distributed ledger technologies provide means to build trust into every
transaction without the need for central authorities. They are capable of enabling
micropayments without transaction fees. They are also valuable in providing proof -of -origin
for data sets as well as proof -of-integri ty for data lakes.

10 Data lakes have been covered in this blog: https://news.itu.int/what __-will-keep -smart-cities -busy-2019/

© AIOTI. All rights reserved . 72



https://news.itu.int/what-will-keep-smart-cities-busy-2019/

Alliance for Al, loT and Edge
Continuum Innovation

A

8.3.3

Decentralized, yet federated:  the shown reference architecture describes a data economy
without need for a central entity or centralized powers, which could offer a foundation for a
fair distribution of revenue streams. The federation is achieved through the mirroring process.

Governance presents some of the most complex problems in this space. It is difficult to define
sustainable governance models for new technology solutions when new models appear
continuously and the ol dest model is only a
fold:

A Keeping up with evolving models and technologies, such as blockchain and distributed
| edger technol o gtheir patential moctrbnsfdrin angl evén reinvigorate the
governance of cities 11,

A Ensuring a fair distribution of revenue streams and avoiding the creation of new
monopolies.

The example of a Mobility Data Marketplace [47]

Smart mobility is reaching an inflection point driven by two market developments:

A. electric mobility  which is finally entering the mainstream and

B. car (and infrastructure)  connectivity being leveraged beyond its originally intended uses such as
infotainment and optimized navigation.

Connectivity, combined with advances in sensor technology, are driving a paradigm shift towards
a crowdsourcing data driven smart mobility through the deployment of new services for energy

efficiency, usage -based insurance, parking, retail, maintenance, et c. Electric mobility enlarges the
plethora of possible applications through opening

cross domain ones with deep impact on the energy sector which is facing the challenges of
ensuring resiliency and maximizing the use of renewables.

The discussion is not anymore about the need for mobility data marketplaces or not. The discussion
is more about:

A how will it happen?
A what are the remaining technology and governance gaps to be addressed before reaching
wide scale deployments?
A what synergies will it have with smart cities, smart energy marketplaces, etc.
Concerning the applications and cross -cutting use cases driving the need for data marketplaces,
s milar to the Internet devel opment, itds not

reuse and fair sharing of revenue streams in mind.

Today, some pilot use cases are explored to accelerate deployment of EV charging points related
to housing companies, smart mobility stations, private parking space providers (like railway stations,
retail, commercial parking space operators, etc.) smart d istricts, smart lighting, etc.

11. Sarah Barnes, Smart cities and urban data platforms: Designing interfaces for smart governance. City, Culture and Society

© AIOTI All rights reserved .

-up the set of possible use cases to a wealth of

f-ew ye.

feasi bl e
that innovators will come  -up with, as long as the infrastructure is builtin auser  -centric, components

73


https://www.sciencedirect.com/science/journal/18779166

Alliance for Al, loT and Edge
Continuum Innovation

Use cases include examples where a car can become an energy resource to allow a train station

for instance to become resilient against sudden disruption in the electricity grid. Other use cases
relate to maximising the use of renewables and trading flexibi lity with the energy providers who
need to shape demand during peak hours.

8.3.3.1 Actors of a Mobility Data Marketplace
When it comes to smart and electric mobility, the actors could be described as follows:

i Data Sellers: they include automotive OEMs, mobility and fleet management service
providers, charge point operators, power suppliers, energy grid operators, etc.

1 Data Buyers: they include potentially all of the above players in addition to (entrepreneur)
application developers, home and building energy management service providers, etc. The
data buyers will typically use processed and context enriched data to provide value to end
users and generate new revenue streams. Examples of new revenue streams include trading
flexibility to energy providers, prediction of the formation of potholes and the whole area of
user enriched mapping.

1 Data Marketplace: similar to digital marketplaces, data marketplaces connect together
data producers and data consumers with different options for financial settlements and the
range of value -added services provided. Data marketplace providers will typically
incentivize th e data producers to continue producing quality data of interest to data buyers.

8.3.3.2 Possible business models for a Mobility Data Marketplace
The followings are possible business models for a Mobility Data Marketplace:

A Neutral host: assumes that a neutral entity, that is not specifically owned by any of the data
producers or consumers is responsible for collecting the data, sharing the data and
managing the data lifecycle according to user consent and applicable regulations. The
owner ship of the neutral host service provider could be a joint venture between stakeholders
including, OEMSs, cities, transportation, etc. This model may speak in favour of coopetition
(cooperating and competing at the same time) which is a key for the success of a data
driven mobility.

A Federated data marketplace: assumes multiple data marketplaces share and mirror
metadata (information about data) allowing any user to discover data -sets stored in third
partiesd marketplaces and eventually acquiring the

that market place.

A Hybrid data marketplace:  assumes both of the previous models where for example a neutral
host could be implemented for mobility while a federation approach would allow to
onboard data sets from energy and smart cities data marketplaces.
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8.3.4 Market inhibitors and technology gaps of a Mobility Data Marketplace

Figure 58 illustrates market inhibitors of a Mobility Data Marketplace.

market inhibitors (5=high, 0=low)

Compliance and trust
5

cross sector
collaboration (energy, Fair revenue sharing
loT, cities,...
Huge diversity of data Availability of
formats metadata standards

Siloed business models

Figure 58: Market inhibitors of a Mobility Data Marketplace

Compliance and trust: as we build cross domain applications, privacy protection for both
personal and non -personal data becomes very challenging at the technical level. Several
solutions have been explored at length by academia, but their wide scale implementation

did not ente r the mainstream yet. Users have also lost some trust in service providers but the
situation is changing since GDPR entered into force.

Cross sector collaboration:  energy, ICT, IoT and smart cities have traditionally focused on
their own needs without paying much attention to cross sector collaboration. Building
successful marketplaces supporting the EU digital single market will need increased
collaboration because  eventually a big proportion of use cases will be cross sectors.

Diversity of data formats: different data formats have proven to prevent cost efficient
integration at scale. All vendors claim to have RESTful API, but their own. The market needs
to solve data interoperability issues through a limited number of APIs and data models.
Eventually whe n more experience is built, regulation can help in order to reduce the number
of possible options.

Siloed business models: Working in isolation, the mobility sector may not be capable of
transforming mobility and bringing new services to consumers, the same applies to the
energy, smart cities, etc. This transformation will call for all the sectors to cooperate and
compete at the same time (coopetition). Interacting and learning from experiences of
successful cross-sector marketplaces, creating interfaces with other marketplaces and
collaborate extensively with technology providers and connectivity provid ers will be
essential to move beyond a siloed approach.

Availability of metadata standards: data proliferation argues for the need of metadata, an
approach to describe what the data is about and what it could be used for. The buyer must

A. have the means to discover accurately data and B. understand its value and intended
use. This is the role of metadata standards.

Fair revenue sharing: building data marketplaces would need creating the conditions for fair
revenue sharing models and avoiding new monopolies. As we build operational experience
with data marketplaces, this aspect needs particular attention from a governance and
policy making perspective.

8.4 Relationship to other service platforms
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Figure 59 shows the interface E -2 to other service platforms. Interface E

that allows to connect the |oT Entity to other service platforms such as a maps server. The rationale
for E-2 is the need to provide integration of loT data with oth
of a publish/subscribe based protocol such as MQTT or OMA NGSI. The FIWARE project suggests the
use of APIs specified on top of the OMA NGSI protocol for the E -2 interface.

-2 is a multipoint interface

er non |oT data. Typically, E -2 consists

things

Application

layer

vViaps server

Network;

layer

Figure 59: E-2 interface illustration

Figure 60 provides an example of message flow using the E
interactions on the E -2 interface are depicted. The first interaction is query based where the loT
Entity query the information from the Broker functionality. In the second interaction, the loT Entity
subscribes for a specific event and gets notifications when the event occurs.
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Figure 60: Example of message flow illustrating the E -2 interface
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8.5 Relationship to EUCloudEdgeloT.eu Open Continuum Reference - Mapping of HLA
to Compositional view of the Continuum Reference Architecture

8.5.1 Architectures proposed in EUCloudEdgeloT.eu projects

This section includes a brief description of architectures proposed in several EUCloudEdgeloT.eu
projects.

85.1.1 6G-Cloud architecture

The prime target of 6G -Cloud is to provide the blueprint for the overall service -oriented 6G system
architecture design, composed of basic network functionalities and multiple control and
management frameworks over a multi -stakeholder cloud environment spa  nning from extreme

edge to central clouds, forming that way cloud continuum. This cloud continuum approach
isgenerally still in the conceptual phase, and many challenges in both its design and
implementation need to be addressed. One of the key challenges is enabling the ability to provide
scalable orchestration that can work atop the cloud continuum and provide benefits from the
flexible placement of network functions.

Furthermore, the management and orchestration platform implementing Network Services (NS),

may significantly benefit from the so  -called native Al approach in which all network functions,
including the User Plane (UP), Control Plane (CP) and the Management and Orchestration Plane
(MOP). The adoption of native Al approaches needs a flexible Al -powered orchestration able to
orchestrate/update Al functions of any 6G system plane on an intelligent and flexible basis. The
notarisation of the networking solutions  and the need for each plane programmability need flexible
support from inter -function and inter -plane communication.

[ Management and Orchestration Framework {IMOF) j

P

5
P T S
( A g
\ NS [APPLICATION] | 8 g
[ Network Service (NS) i %5-
I [ | £
e —— —— — | —————— | q
| / |
I | |
( Cloud Continuum Framework
(ccF)

Figure 61: Overall 6G -Cloud orchestration architecture.

The 6G-Cloud architecture is based on the paradigms described above and it has been
decomposed into several frameworks using the separation of concern approach. The main idea is

to have loosely coupled cooperative frameworks of which each can be updated in dependently.
In the system, the following frameworks are proposed:
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A The Cloud Continuum Framework (CCF) that provides and manages cloud continuum
resources of multiple resource providers. The CCF functions can be orchestrated and Al -
driven. CCF creates Resource Partitions to be used by NSs and handles a dynamic resource
pool, as the data centres or hosts ca  n be dynamically attached and removed.

A The Management and Orchestration Framework (MOF) that is compatible with CCF, i.e. it
can use cloud continuum resources. So far, there are no orchestration solutions that can work
atop Cloud Continuum. The MOF per se is programmable, its functions can be orchestrated
and Al -driven. In some implementatio ns, NS management functions can be a part of NS.

A The AI/ML Framework (AIMLF) , which is responsible for orchestration and performance
monitoring of AI/ML -driven functions. To reduce the uncertainty related to Al/ML -driven
decisions, the AIMLF of 6G -Cloud uses Network Digital Twin (NDT). As has been already
described the AI/ML -drive n functions can be also part of a Network Service, so AIMLF also
supports them.

The mentioned frameworks have to cooperate to achieve their goals and to support NS efficiently.
The CCF and MOF subsystems have to make possible deployment of different NSs, NDTs and
applications.

For designing an end -to-end SBA for 6G networks, it is important to look beyond the traditional 5G
network and consider the true cloud -native design in a big picture. With the cloud -native design as
the key element in 6G networks, SBA will extend from CN t o RAN and further reach the MOF and
CCF. In addition, the AI/ML capabilities will be essential to support the network operation and
optimization. The envisioned SBA for 6G introduces a comprehensive and unified approach that
integrates various network doma ins, functions, and resources through a service  -based architecture
design principle and standardized service interfaces. Central to this architecture is the concept of

cloud -native design, modularity and unified management, enabling NFs, RAN, Core, Al/ML o r cloud
infrastructure, to communicate seamlessly through clearly defined service and business interfaces

and APIs.
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Figure 62. 6G-Cloud consolidated architecture design
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Considering the abovementioned points, Figure 61 depicts the initial design of 6G -Cloud
architecture. It includes service -based RAN and CN as the evolved mobile network, as well as the

key management and support frameworks (AIMLF, MOF, CCF). Figure 62 shows how different
components are interconnected and utilize respective cloud and network resources over the

Cloud -Edge/Far -Edge Infrastructure for 6G services. A 6G -Cloud NS can be considered as a virtual
end -to -end mobile network including all physical network parts (RAN, Core) as well as computation
infrastructure (Cloud, Edge, Far Edge) that are necessary for deploying applications and services

with specific Service Level Agreements (SLAs) and Quality of Service (QoS). Each 6G -Cloud NS can
include var ious Network Slices that may correspond to different applications and verticals.

One key concept in 6G  -Cloud architecture is the end -to-end SBA in RAN and CN. Moving one
significant step beyond 5G network architecture, the virtual RAN, intelligent RAN controller, RAN
control applications, and network exposure functions are unified in t he new RAN architecture,
where RAN control plane network functions can be implemented under a new service bus with
standardized interfaces and APIs. The advantages from SBA CN are inherited by RAN, while the
RAN design will take extra mechanism to ensure t  he performance, and compatibility with old
reference -point design in RAN. The network functions as a service (NaaS) approach allows the
flexible instantization of functions over hybrid cloud infrastructure based on needs.

Beyond service -based network functions, the architecture incorporates a dedicated service -based
AlI/ML framework (AIMLF), which provides Al and ML capabilities as reusable services. This AIMLF
delivers AI/ML capabilities, including but not limited to analyt ics and optimization, to intelligent

functions across network segments, enhancing automation and improving efficiency of network
management and operations.

The MOF, another integral component, operates as a unified platform managing the lifecycle of
services across all network layers and domains. This framework oversees resources within RAN, Core
Networks, and cloud infrastructure, ensuring coherent operation s, efficient resource allocation, and
rapid deployment and scaling of services.

Furthermore, the NS is underpinned by the CCF, responsible for seamlessly orchestrating cloud
resources across diverse cloud platforms, ranging from centralized data centres to edge and
extreme -edge nodes. The Cloud Continuum manages cloud resource partiti on, handles service
placement, ensures efficient utilization of distributed cloud resources, and addresses varying
latency, bandwidth, and computational requirements. It plays a central role in supporting NS
deployment, particularly in the context of distr ibuted and cloud -native deployments typical of
future 6G environments.

8.5.1.2 COGNIT Architecture

COGNIT represents a response to the call of the European Commission to work together towards a
brighter, more sustainable, and more inclusive digital future for a technologically -sovereign Europe.

An effective platform for the  cognitive cloud -edge continuum  must address a number of unsolved
challenges, many of them derived from constrained resource devices, infrastructure heterogeneity,

and the need to meet criteria such as performance, resilience, security, data sovereignty, and

energy efficiency. A disaggre gated architecture is required, making use of Al, automation, and
portability to manage and adapt resources and workloads, and to respond in real time to possible

incidents and security threats. Edge application developers willing to speed up computation, save
energy, and cut costs will need a way to combine their edge devices with the many resources
available across the cloud -edge continuum.

This innovative approach requires computationally -intensive data processing functions to be easily
executed outside edge devices, sensors, and actuators.
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It is with that vision in mind that this Horizon Europe project (2023  -2025) focused on a new distributed
Function -as-a-Service (FaaS) paradigm for edge application management and smart
orchestration, which will change how applications and services are depl oyed and executed in the
cloud -edge continuum. Our Al -enabled adaptive serverless framework provides applications with
secure and portable access to a continuous data processing environment that abstracts the large -
scale, geo -distributed, and low -latency ¢ apabilities provided by the cloud -edge continuum.

COGNIT enables the seamless, transparent, and trustworthy integration of data processing
resources from cloud providers and on  -premises data centers in the cloud -edge continuum, and
their automatic and intelligent adaptation to optimise where and how data is processed according
to application requirements, changes in application demands and behaviour, and the operation

of the infrastructure in terms of the main environmental sustainability metrics.

The main objectives of the COGNIT Framework are:

A Support a new innovative  Serverless paradigm for edge application management , based
on code offloading.

A Enable the on-demand deployment  of large -scale, highly distributed and self -adaptive
serverless environments using existing data processing resources from cloud/edge
infrastructure providers, including local data centres, cloud providers, and 5G/telecom
operators.

A Optimise where data is processed according to changes in application demands and
behaviour, and energy efficiency heuristics.

COGNIT tackles the challenges of mobile and far -edge device applications that require
computationally intensive data processing beyond the capabilites of local hardware. By
leveraging code offloading, COGNIT enables data -heavy tasks to be executed outside of

devices i such as sensors, actuators or low power CPUs fi leading to improved power efficiency,
reduced storage needs, and enhanced performance even when hardware acceleration is
unavailable. While code offloading is a proven method for saving energy and in creasing
responsiveness, its broader adoption has been hindered by integration complexities with cloud
management, dynamic system configurations, scalability issues, and the absence of Offloading -
as-a-Service solutions. COGNIT addresses these challenges by introducing a new distributed
Serverless model, integrated within a cognitive cloud -edge management platform, to enable the
development of elastic, scalable, and efficient edge -based applications.

To deliver seamless end -user experiences, COGNIT empowers developers to integrate cloud -edge
processing directly into their applications using its distributed Serverless model. This approach allows
developers to offload specific code fragments or tasks fro m end -user devices to the cognitive
continuum, improving computation speed, reducing energy consumption, saving bandwidth, and

ensuring low latency. While existing Function  -as-a-Service (FaaS) solutions fi such as AWS Lambda,
Azure Functions, and Google Cloud Functions i have gained traction by simplifying infrastructure
management, they are designed primarily for proprietary public clouds, with small, short -lived
functions. Open source frameworks such as Apache OpenWhisk, Iron Functions, Fission, Kubeless,
Open FaaS are designed homogeneous datacentres with commodity infrastructure. COGNIT
extends the Serverless paradigm to heterogeneous and distributed environments, bridging the gap
between edge devices and public/private cloud services to unlock new levels of f lexibility and
scalability for next -generation applications.

Table 2: COGNIT Serverless Cloud -Edge Model vs traditional Serverless/FaaS Cloud Model

Serverless/FaaS Cloud Model COGNIT Serverless Cloud -Edge Model
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The COGNIT Framework is based on the architecture described in Figure 6 3:

|

21

ctx =

faas =
sum

= faas.start(4,5)

Cloud-Edge Manager

COGNITIVE CLOUD-EDGE MODULE

Al-Enabled Orchestrator

EdgeCore.new(context) |

ctx.lambda {Ix,y| x + ¥}

. Edge/loT Device

Distributed Cloud-Edge Continuum

Figure 63. General view of the COGNIT Architecture.

These are main components of the COGNIT Architecture:

A The Device Client
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communicate with the Provisioning Engine in order to create Serverless Runtime for the
execution of device application tasks.

A The Serverless Runtime is in charge of executing the functions offloaded by the devices and
storing data uploaded by the devices or from external storage backends.

A The Provisioning Engine is responsible for managing the lifecycle of the Serverless Runtimes.

The final two architectural components are grouped together as part of the Cognitive Cloud -Edge
Module that allows the management of the cloud -edge continuum resources in an intelligent and
adaptive way

A The Cloud -Edge Manager is responsible for scheduling the Serverless Runtime according to
the deployment plan provided by the Al -Enabled Orchestrator

A The Al-Enabled Orchestrator is the component that, according to the device requirements
and infrastructure availability, will optimally schedule the Serverless Runtime on the cloud -
edge continuum resources.

COGNIT architecture has been designed to address heterogenic use cases needs, and 4 different

use cases were selected to gather requirements, validate and piloting. These requirements were
collected through a combination of information provided by each Use Case leader through an
plus a series of regular collaborative workshops with each Use Case:

A Smart Cities: Connected vehicles and autonomous driving are set to revolutionize
transportation, enhancing road safety, reducing accidents, and improving efficiency. To
realize this vision, systems must be interoperable, intelligent, and secure, while supporting
multi -tier edge applications that operate seamlessly across the cloud dedge continuum. Key
challenges include managing dense networks of edge infrastructure and coordinating
diverse services with varying QoS requirements.

A Wildfire Detection: Europe has witnessed a significant increase in the number and ferocity of
so-cal l ed -DBmegad, a phenomenon l'inked with cli mat e
coupled with AI/ML, can play an important role in preventing and fighting wildfires. The main
chall enges will be rare events (suspected fire) with sudden peaks of extremely high
offloading demands, and effective energy management to counter the lack of dedicated
power supply.

A Energy: Supporting the energy transition in Europe requires new solutions providing wide and
open accessibility of energy data, and individual energy independence of a household
and/or small energy clusters. Smart edge applications using advanced Al/ML algorithms
could be used for monitoring, predicting, and managing both energy production and
consumption. The main challenges will be resource -constrained environments (i.e. energy
meters) and the very high security requirements for distribution system operat ors (DSO), as
the energy sector moves away from a hierarchical, centralized structure towards a more
decentralized and distributed way of managing energy assets and networks.

A Cybersecurity: Moving computation and data processing services to the edge, far from
secured data centers, leaves systems exposed to new threats. Edge Computing requires a
new generation of intelligent security mechanisms to be deployed along with edge
applications, impl ementing advanced authentication and authorization policies. This Use
Case explores resilient anomaly detection and remediation in a smart mobility context.
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A The main challenges will be the migration of workloads between edge nodes and managing
a DevSecOps pipeline in a multi  -provider edge context with dynamic (geo -dependent)
security policies.

Modern transportation systems must be interoperable, intelligent, and secure, while supporting
multi -tier edge applications deployed seamlessly across the cloud dedge continuum. By leveraging
data locality and cloud -native practices, these systems can reduc e overhead and ensure robust
management.

Figure 64 descri bes the depl oyment -Girtciheistéecusie ec @ade,0 Smalrd
transportation. L eNMobilitya lgub r{My-HuB) Cddde Acdngputing capabilities, it was

explored the deployment V2X Transit Signal Priority (TSP) service in several intersections of Granada

(Spain), aimed to reduce transit times for emergency vehicles and public transportation. COGNIT

enabled the deploymen t of distributed Digital Twins of the urban road infrastructure, seamlessly

activated romeachM -Hubupona FaaS request. These Digital T-wfdas s
analyses to evaluate V2X Transit Signal Priority (TSP) service requests in real time, determining

whether requests should be approved or denied.
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Figure 64. Gener al view of the UC1 o0Smart Cityd Archit
The reference scenario involves the following steps:

1) A vehicle initiates a priority (green light) request by sending a standardized V2X Signal
Request Extended Message (SREM) message (containing, e.g. bus ID, Lane ID, delay
information, and other related data if available), first intercepted by an RSU that f orwards
the request to the relevant M -Hub, which filters incoming V2X messages for priority requests.

2) Upon receiving a priority request, a FaaS request will be initiated by the M -Hub, to offload
the processing to decide whether priority should be given.
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3) The function will make use of either traditional algorithms or Al models to decide whether to
grant or deny priority, assessing the traffic situation at the intersection under consideration
based on the following data from the offloading M -Hub, included as arguments to the
Serverless Runtime:

- Data stored in the particular M -Hub node that initiated the FaaS request, e.qg. traffic light
controller status, loop detector data, and V2X Cooperative Awareness Messages (CAMS)
from other vehicles;

- Data from the vehicle contained in the V2X SREM message received by the M -Hub node,
e.g. bus/vehicle ID, lane ID, other related data and delay information if available.

4) In case the function needs extra data from external systems, it will be able to request the

mi ssing info either from ACISAds traffic managemer
public transport operator control centre (CC), or any other related information system.
5) Once the priority request has been processed and analysed , a message will be sent back to

the requestor through another standardized ETSI message for V2X, Signal request Status
Extended Message (SSEM).

8.5.1.2.1 Mapping of COGNIT Architecture into EuEdgeCloudloT Reference Architecture

The Cognit reference architecture can be seamlessly mapped into EuEdgeCloudloT ( CEl) reference
architecture, see Figure 8, as showed in Figure 65. Through these mappings, the COGNIT project
demonstrates how its technical building blocks integrate seamlessly with the CEI reference model

to enable secure, intelligent, and efficient cloud -edge -10T ecosystems.

This diagram illustrates how the COGNIT project components align with the CEIl Reference
Architecture. The CEI architecture is structured around core functional domains such as security &
privacy, trust, data management, resource management, orchestration, networking, monitoring,
and Al.

1. In the COGNIT framework, the Cloud -Edge Manager component, specifically the JWT
Token Generator is where Security and Trust functions are represented. They ensure
controlled access, secure communication, and reliable operation across distributed
edge locat ions.

2. The Monitoring Agent directly maps to Monitoring & Observability, providing real -time
system insights and performance data.

3. The DaaS (Data -as-a-Service) module map into Data Management, enabling efficient
handling, processing, and delivery of data at the edge.

4. Serverless Runtime, in charge of executing the functions offloaded, and the Provisioning
Engine, responsible for managing its lifecycle, along with the Cloud Edge manager
components, fitinto Resource Management, as they handle provisioning, allocation and
use of resources.

5. Finally, the Al Orchestrator, corresponds to the Al domain in CEI, driving autonomous
orchestration and adaptive decision -making.
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Figure 65 Cognit components mapped to the CEI Reference Architecture
8.5.1.3 CODECO Architecture

CODECO is a containerised application orchestration framework (TRL 4 -5), independent and yet
pluggable to Kubernetes 12 (K8s). CODECO aims at providing support for a flexible and cognitive
Cloud -Edge -loT (CEl)infrastructure. The notion of infrastructure in CODECO considers different
infrastructure perspectives, taking into consideration:

A the networking perspective, where the network is perceived both as the underlay and
overlay infrastructure required to support the deployment of containerised applications
across CEl;

A the data observability perspective, bringing input on the data dependencies that micro -
services may have, and that is important to consider during the application deployment
and re -deployment;

A the computational perspective, bringing input on the suitable nodes to serve an
application.

CODECO addresses the orchestration across these three different perspectives in an integrated
approach, which isnamed as  data -compute -network orchestration.

12 https://kubernetes.io/
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Figure 66: The CODECO data -compute -network approach for CEI.

The motivation to develop such an orchestration framework relates with the current evolutionary
aspects of the CEI continuum. In this context, applications (and their components) need to be
lightweight, highly portable, and mobile, to run anywhere and ever ywhere. Secondly, there is a
need to handle large amounts of data often with very different features both in terms of
computation (processing) and exchange (networking), including those with low latency demands.

Thirdly, itis important to guarantee a smoo  th data flow, to allow for a smooth and secure integration

end -to-end, across Edge -Cloud environments. Fourthly, real -time decision -making on where to
compute and to store data must be supported.

As a cognitive and decentralised orchestration framework, CODECO embraces a hext generation

vision where data and services are stored and computed across the Internet , whole -chain, in a
holistic cooperation between Cloud and far Edge. Components of containerised applications,

which in CODECO are addressed as  micro -services, reside in isolated, self -sufficient containers,
which can be deployed and executed in any underlying environment. A flexible and secure
networking infrastructure provides adaptable inter connection that adapt s to the needs and the
surrounding environment of the services being run.

Relevant in CODECO is an adaptation based on application requirements (e.g., required bounded
latency) and user requirements (e.g., compliance required with GDPR). A functional representation

of CODECO and its open -source componentsis provided in  Figure 67. Based on this functional level,
CODECO offers the following aspects:

Automated configuration , focusing on supporting application setup and application runtime across
Edge -Cloud, by taking into consideration compute, network, and data aspects. The key aspects of
this contribution are supported by the CODECO Advanced Configuration and Management
(ACM) component.

Data as a resource . CODECO addresses, via its Metadata Manager (  MDM) component data as a
resource in the sense that available snapshots from the overall Edge -Cloud infrastructure,
integrating different perspectives (application, user, system, data, network) at different instants of

the CODECO operational workflow can be pr ovided to different CODECO components, to assist in
detecting relevant changes.
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Figure 67: Functional representation of the CODECO K8s framework and its components.

The only interface of CODECO to the user, as shown in

Figure 67, is the ACM component, which

focuses on supporting application setup and runtime from the far Edge to the Cloud, considering

the input provided by the user.

The userin CODECO is perceived as an  application developer (DEV)

oras a cluster manager (MGT)

To setup CODECO, a user relies on the CODECO framework. ACM installs the entire CODECO
framework, handling the overall CODECO configuration. The user can specify, via the CODECO

Application Model (CAM) , the requirements of the application and of its micro

-services. These

requirements are relevant to allow CODECO to deploy the application across CEIl in an efficient

way.
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Via CAM, the user specifies also target performance profiles  thatis used in CODECO (PDLC) to meet
a specific level of greenness , or resilience during its operation.

Once CODECO is installed, all CODECO components can be used. The CODECO components
have been devised to allow each component to work independently, with other future open
orchestration frameworks, requiring little adaptation.

The CODECO MDM component provides data and system observability to the other CODECO
components, treating data as an integral part of the application workload, and integrating
observability perspectives from different categories, e.g., application perspective, system
per spective, network perspective, at different points in the CODECO operational workflow.

SWM handles the scheduling and rescheduling of the application workload, based on the CODECO
Application Model (CAM) . CAM is supported by ACM and provided by the user during application
setup, based on the novel data  -compute -network approach proposed by CODECO.

The currently available approach in SWM for handling placement decisions relies on a graph -based
optimization approach which in contrast to the K8s filtering and score approach is expected to

provide an optimal match between application requirements and av ailable resources
(computational, network, data). SWM is also a control plane component, co -located with ACM
and the K8s control plane, in master nodes.

PDLCis at the heart of the CODECO orchestration. Based on the infrastructure data collected by

ACM (via Prometheus), NetMA, and MDM, PDLC has two functions. Firstly, it provides an
aggregated cost view of a specific target performance profile for the availabl e infrastructure which
can be used by other components and is currently being considered in SWM to further define the
optimal workload placement. Secondly, it provides an estimate on the overall system stability based

on privacy -preserving decentralise d learning approaches. PDLC is currently envisaged to operate

on both K8s master and worker nodes.

NetMA provides the network awareness to CODECO and handles also secure connectivity across

pods. Network awareness is provided via network probing based on the sub -component Network
State Management (NSM). Then, exposure of network metrics (across multi -cluster environments) is
based on the ALTO protocol. NetMA provides in addition secure connectivity via L2SM13, Hence,
NetMA is a component responsible for interconnecting the Software -defined Networking (SDN)
world with K8s.

To be able to achieve a flexible orchestration, CODECO counts with monitoring across the three
different CEIl infrastructure perspectives. NetMA monitors the networking infrastructure; MDM
monitors the data infrastructure; ACM monitors the system (computati onal nodes) infrastructure
based on the K8s metrics server Prometheus 1415 This approach allows to explore the integration of
new metrics as well as of providing the collected metrics of CODECO to future orchestration
frameworks.

The CODECO framework is deployed as an application: each CODECO component is based on a
modular approach, integrating different sub -components that are expected to be built as one or
more independent (dockerized) micro -services.

13 http:/I2sm.io
14 https://prometheus.io/

15 The current version of CODECO considers Prometheus as basis for the metrics gathering and analysis. However, for multi -cluster, multi -tenant environments
the consortium is also considering Thanos due to the higher availability, and extended storage capabi lities.
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85131 CODECO to CEI Continuum Mapping

As an orchestration framework, CODECO can operate at the Edge, Edge to Edge, Edge to Cloud,
including far Edge to Cloud. The operation of CODECO relates with the management of an Edge -
Cloud infrastructure which is based on the abstraction principles of K8s

CODECO as a framework pluggable to K8s is developed to provide a flexible K8s operation
considering mobile heterogeneous environments, and a reach to the far Edge. CODECO is
developed in a way that allows it to operate in a single cluster or multiple clus ters, across multi -
tenant environments.

A cluster in this case is an abstraction from the K8s concept (rf. to section 2.1) which can be
mapped solely to an Edge environment (including a far Edge environment), Edge -to -Edge, or
Edge -to-Cloud. The principles of CODECO provide the capability to supp ort Edge -to-Edge
orchestration. The cluster abstraction concept always integrates a control plane (K8s master node,

rf. to section 2.1) and a service plane (K8s worker nodes). From an Edge -Cloud continuum
perspective, a cluster is expected to integrate at least one Edge node. A representation on this
potential mapping for single cluster operation is illustrated in Figure 68.

Cluster 1 provides an initial example for a centralised mapping, where the control plane of
CODECO (and of K8s) resides in the Cloud, while K8s worker nodes being monitored and managed

in CODECO are in the far and near Edge. As illustrated, CODECO components such a s ACM and
SWM (control plane of CODECO) would then reside in the Cloud, co -located with the K8s control
plane. Sub -components of MDM, PDLC, and NetMA, the sub -components related with resource
monitoring, would be located on the K8s worker nodes (f ar and near Edge in this example). While
this representation places the CODECO control plane in the Cloud, it should be highlighted that it

could also run in the near Edge or far Edge, as represented in Cluster 2 for the near Edge. In this
example, worker nodes are also running MDM, NetMA due to monitoring, and PDLC (learning at

the Edge).

Cluster 3 provides a representation of the mapping of CODECO to the far Edge. CODECO can run

on a single node or as represented, run on multiple nodes. The example here provided shows that

in K8s worker nodes, NetMA is the only component active (network monitoring) , while the other
components are set to run co -located with the K8s control plane. MDM is not represented, to
highlight that some components in CODECO are also optional. For instance, a user MGT may want

to optimize the infrastructure justin term s of computational and networking resources, and hence,

it is not required to run MDM.
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Figure 68: CODECO and relation to the CEI continuum, single cluster representation.
Figure 69 provides a high -level representation of the CEI mapping of CODECO for multi -Cluster
environments. In this case, a cluster may be located at a single region (far Edge, near Edge) or
span different areas (e.g. far Edge and Cloud; far Edge and near Edge; far Edge -near Edge -Cloud).
Multi -cluster operation handled by CODECO takes into consideration different clusters as in K8s
(independently of location) but brings to K8s CEIl awareness in the sense that it takes into the
placement process data, network and computational awareness . This allows CODECO to best
adapt to, for instance, far Edge environments, where devices may be constrained in terms of
computational resources and networking resources. It allows CODECO also to react if the suitable
nodes running the a pplication do have the expected resources, but an abnormal pattern was
detected with the data workflow (e.g., stale database) and with the networking resources (e.g.,
temporarily congested link).
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Figure 69: CODECO examples for multi -cluster, multi -tenant environments across the CEI continuum.
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8.5.2 HLA representation of CEI Reference Architecture

Based onthe CEI EU funded projecti nformation provided in  Section 8.5.1 , Section 6.8.3 (Digital Twin
using the HLA representation ), i.e., Figure 27, Figure 28, and Section 6.8.4 (Computing Continuum
Perspective ), i.e., Figure 30, we propose in Figure 70, a preliminary HLA representation of the CEI
Reference Architecture, that is shown in Figure 8.

Figure 70: Initial HLA representation of CEl Reference Architecture

The CEI Reference Architecture is composed of building blocks developed in several CEI EU funded
projects. Section 8.5.1 describes an initial mapping of different architectures develop ed in some
CEIEU funded projects in to the CEIl Reference architecture.

Currently, the mapping of HLA to the CEIl Reference architecture is not distinguishing whether the
CEl reference architecture building blocks are distributed among 10T, Edge and Cloud domains.
More details on this distribution will be provided in future ver sions of this AIOTI HLA report.

Note that a preliminary distribution of the CEI reference architecture building blocks among IoT,
Edge and Cloud domains is provided in Section 8.5. 1.2.1 and in Section 8.5.1.3.1 of this report and
i n the Al OowardsaeCpmoputing Gontinuum Reference Architecture 0, May 2025 .

9. Atrtificial Intelligence for loT

Artificial Intelligence covers a broad range of techniques that can be loosely divided into symbolic
approaches and those based upon artificial neural networks. Symbolic approaches include the use

of graph databases and ontologies for information models, a nd rules for reasoning. Artificial neural
networks are trained on large datasets including text, images, video, audio and structured data.
Federated machine learning distributes training to the Edge, avoiding the need to transfer sensitive
data to the Cloud.

The integration of Artificial Intelligence within the Internet of Things represents a significant leap
forward in the technological capabilities of IoT systems and applications. This section discusses the
relationship between Al and loT, highlighting the t ransformative potential Al brings to loT
ecosystems. Furthermore, in this section we address the importance of standards and operational
frameworks which are necessary for the successful deployment of Al in 10T systems.
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