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Digital product passport — rules for service
providers

Fields marked with * are mandatory.

Introduction

This consultation relates to the digital product passport (DPP) as set out in the Ecodesign for Sustainable
Products Regulation[1] (ESPR). The ESPR sets out a framework to improve the environmental
sustainability of products and to ensure free movement in the single market by setting ecodesign
requirements that products must fulfil to be placed on the market or put into service.

The DPP will electronically register, process and share product information among supply-chain
businesses, authorities and consumers, including on a product’s sustainability and circularity. This
information will improve the understanding and monitoring of supply chains and enable consumers to make
well-informed choices based on sustainability criteria. DPPs will gradually be introduced for product groups
placed on the EU market based on ESPR delegated acts and other applicable sectoral legislation. As a
start, from 18 February 2027, DPPs will become mandatory for certain types of batteries.

To prepare for these first product groups to be covered, the Commission is working on a delegated act
setting out the requirements for DPP service providers, in areas such as:

- information security and (information) services of DPP data that responsible economic operators entrust to
DPP service providers;

- the financial viability of the DPP service providers to guarantee long-term access to DPP information; and
- assurance for businesses that DPP service providers comply with the requirements.

DPP service providers[2] will store and process DPP data on behalf of responsible economic operators (e.
g. producers, importers, etc.) that decide not to provide these services themselves. For responsible
economic operators that decide to host the DPPs themselves, the DPP service providers will store the DPP’
s mandatory backup copy. The Commission will carry out an impact assessment to assess potential
options for the requirements, their possible effects, and the viability of putting in place a certification
scheme to ensure compliance with the requirements. In setting out this framework, the Commission aims to
help responsible economic operators comply with the ESPR requirements.

[1] Regulation (EU) 2024/1781 of the European Parliament and of the Council of 13 June 2024 establishing a framework for the setting of
ecodesign requirements for sustainable products, amending Directive (EU) 2020/1828 and Regulation (EU) 2023/1542 and repealing
Directive 2009/125/EC. ELI: http://data.europa.eu/eli/reg/2024/1781/0j.


https://eur-lex.europa.eu/eli/reg/2023/1542/oj

[2] According to Article 2(32) of the ESPR, a digital product passport service provider is a ‘natural or legal person that is an independent third-
party authorised by the economic operator which places the product on the market or puts it into service and that processes the digital
product passport data for that product for the purpose of making such data available to economic operators and other relevant actors with a

right to access those data under this Regulation or other Union law’.
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[*] Regulation (EU) 2024/1781 of the European Parliament and of the Council of 13 June 2024 establishing a
framework for the setting of ecodesign requirements for sustainable products, amending Directive (EU) 2020/1828
and Regulation (EU) 2023/1542 and repealing Directive 2009/125/EC. ELI: http://data.europa.eu/eli/reg/2024/1781
/0.

® a possible responsible economic operator (i.e. manufacturer, authorised
representative, importer, distributor, dealer or fulfilment service provider)
a possible digital product passport service provider (i.e. a natural or legal
person that is an independent third party authorised by the economic operator
which places the product on the market or puts it into service and that
processes the digital product passport data for that product for the purpose of
making such data available to economic operators and other relevant actors
with a right to access those data under the Ecodesign for Sustainable
Products Regulation [*] or other EU law)
any other value chain actor, such as a possible customer, professional
repairer, independent operator, refurbisher, remanufacturer, recycler, market
surveillance and customs authority, civil society organisation, researcher,
trade union, the Commission, or any organisation acting on their behalf.

*Country of origin
Please add your country of origin, or that of your organisation.

This list does not represent the official position of the European institutions with regard to the legal status or policy
of the entities mentioned. It is a harmonisation of often divergent lists and practices.
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The Commission will publish all contributions to this public consultation. You can choose whether you

would prefer to have your details published or to remain anonymous when your contribution is published. Fo
r the purpose of transparency, the type of respondent (for example, ‘business association,
‘consumer association’, ‘EU citizen’) country of origin, organisation name and size, and its
transparency register number, are always published. Your e-mail address will never be published.
Opt in to select the privacy option that best suits you. Privacy options default based on the type of
respondent selected

*Contribution publication privacy settings
The Commission will publish the responses to this public consultation. You can choose whether you would like
your details to be made public or to remain anonymous.

Anonymous
Only organisation details are published: The type of respondent that you
responded to this consultation as, the name of the organisation on whose
behalf you reply as well as its transparency number, its size, its country of
origin and your contribution will be published as received. Your name will not
be published. Please do not include any personal data in the contribution itself
if you want to remain anonymous.

¢ Public
Organisation details and respondent details are published: The type of
respondent that you responded to this consultation as, the name of the
organisation on whose behalf you reply as well as its transparency number, its
size, its country of origin and your contribution will be published. Your name
will also be published.

/| | agree with the personal data protection provisions

Questions linked to providing and receiving digital product passport-related
services

Specific questions to possible responsible economic operators

“Do you do business outside of EU?
| do business [my business partners / target audience is] only in the EU


https://ec.europa.eu/info/law/better-regulation/specific-privacy-statement

| do business [my business partners / target audience is] in the EU and

outside of the EU

| do business [my business partners / target audience is] only outside of the EU
Other (please explain)

“What is your approximate % of market activity that is targeted outside of the EU?

N/A

*Are you already a responsible economic operator for a specific product category?
Please choose the option that best describes your situation.
® | am a manufacturer
| am an authorised representative
| am an importer
| am a distributor
| am a dealer
| am a fulfilment service provider
| am none of the above
Other (please explain)

“What benefits and costs would you see for consumers and other stakeholder
groups deriving from the use of a digital product passport?

N/A

*How do you manage your IT services (e.g. financial information, product data, etc.)?
® With an internal IT department only
Partly with an internal IT department and partly with an external service
provider
With an external service provider only
Other (please explain)

“Do you host your company data in cloud services (e.g. with Microsoft, Amazon,
etc.)?
® Yes



No
| don’t know

*Do you audit your IT services?
® Yes

No
| don’t know

“How likely is it that you will host your DPP data?
® Very likely
Rather likely
Neutral
Not very likely
Highly unlikely
| don’t know

“If a service provider is hosting the original DPP, what kind of measures should the
service provider need to put in place to ensure that the DPP is always available for
all users?

N/A

*In your opinion, what should be the minimum level of DPP availability (within 365
days) that the service provider should offer?
Available (reachable) 99% of the time
® Available (reachable) 98% of the time
Available (reachable) 95% of the time
Available (reachable) 90% of the time

*Please explain your opinion about minimum level of availability

Since DPP system is not a critical activitiy with any immediate impact on consumers, the downtime can be
tolerated not to be 100%.



“Please estimate what the financial impact on your business would be if your access
to the DPP data were to fail e.g. at the moment of import, at the moment of sales,
during a recycling process?

® If a single event (please explain)
If a recurring event (please explain)

| don’t know / cannot estimate

“If you chose "single event", please explain.

One of the prerequisites for a successful DPP system in the EU is (non-personal) data transfers with
countries/regions outside the EU to ensure the required data is available to populate EU DPPs and keep
them up to date. In this context, DPP service providers must be allowed to participate in interoperable data
transfers between different jurisdictions according to applicable EU rules.

“Would you exchange data with a DPP service provider manually (e.g. via email and
/or manual operations in excel) or would you use an automated solution?
Manual
Automated
¢ Both manual and automated

You can provide more details for your answer on manual/automated solution if you
wish

*According to the Ecodesign for Sustainable Products Regulation[*], responsible
economic operators must make available a backup copy of the digital product
passport through a DPP service provider that is an independent third party. Please
indicate what kind of additional services you would be interested in receiving from
the DPP service provider, beyond hosting your DPP or keeping the backup copy of
your DPP(s)?

[*] Regulation (EU) 2024/1781 of the European Parliament and of the Council of 13 June 2024 establishing a
framework for the setting of ecodesign requirements for sustainable products, amending Directive (EU) 2020/1828
and Regulation (EU) 2023/1542 and repealing Directive 2009/125/EC. ELI: http://data.europa.eu/eli/reg/2024/1781
/0j.

Creating the DPP

Creating the data carrier
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Creating unique identifiers
Registering the DPP in the Digital product passport registry
Y1 'Hosting (storing) the DPP
Querying services in relation to DPP data
Enabling updates of DPP information
Offering reporting tools and services
Other (please explain)

“If you chose "Other", please explain.

According to ESPR, an economic operator will experience additional compliance costs when placing a
product on the market. By using a DPP service provider, parts of these costs can be mitigated, which can
help reduce costs, such as utilising cloud service providers. It can be assumed that possible cost structures
will occur over time; however, charging should be fair, reasonable and non-discriminatory, considering the
volume of data to be stored, the longevity of that data and the variability of that data. In particular, longevity
and frequency of updates will depend on the type of product, with many product types only requiring static
DPP data. In particular, a service provider needs to be transparent in its pricing and shall not require any
economic operator to enter into any memberships or be forced to sign up for other services beyond core
DPP hosting services, in order to enter into a contract. Simple pay-as-go options should be available without
any other conditions imposed by a service provider, such as a service provider cannot force anyone to
become a member of any association, be dependent on the purchase of other services or be forced into
agreeing to the reuse and resale of DPP data. The intention is not to forbid memberships or use of other
services, only that DPP service providers shall offer unbundled capabilities.

How would you rate the importance/relevance of the following elements
/characteristics relating to the DPP?

1 - Not 3-
, 2-Less 4 - 5 - Very
important , Somewhat ,
important i Important important
at all important
* User-friendliness 2
* Data security .
* Cyber resilience @
* Access rights @
* Support services .

* A wide(r) range of services
(automisation, interconnections 2
with other relevant tools, etc.)

* Certifications 2

You can give additional explanation to the previous question if you wish.
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“Do you currently apply any cybersecurity[*] standards to your IT solutions/tools

used?

[1] Cybersecurity is defined as ‘activities necessary to protect network and information systems, the users of such
systems, and other persons affected by cyber threats’, as laid down in Regulation (EU) 2019/881 of 17 April 2019
on ENISA (the European Union Agency for Cybersecurity) and on information and communications technology
cybersecurity certification and repealing Regulation (EU) No 526/2013 (Cybersecurity Act).

® Yes
“ No
| don’t know

“What kind of standards do you use for ensuring cybersecurity? Please name the
standards

N/A

“When using the DPP, what kind of standards do you consider necessary for

ensuring data security? Please name the standards and explain.

This could include securing the data integrity using a hashing mechanism like SHA-256, securing data authenticity
using qualified digital signatures, or using encryption techniques when securing restricted data.

Data security is generally understood as a process of safeguarding digital information throughout its entire life
cycle to protect it against corruption, theft or unauthorised access. It covers all: (i)hardware, software, storage
devices, and user devices; (i) access and administrative controls; and (iii)organisations’ policies and procedures.
You can consider any standards that you find relevant, whether international, EU or national.

N/A

“Do you have any specific concerns regarding DPP data that will be processed by
downstream users such as repairers and recyclers?
® Yes
’ No
“ I don’t know
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“Please tell us about those concerns and how you would mitigate them.

Data should be handled according to proper level of confidentiality and in accordance to applicable EU rules.

Questions linked to possible certification of DPP service providers

*How important would it be for you that the DPP service providers are certified
service providers?
® Extremely important
Rather important
Neutral
Rather unimportant
Not important at all
| don’t know

*What do you see as the added value of using a certified service provider rather
than an uncertified one, or why do you think a certificate is not important?

Certificate ensures that all rules are applied properly and that the system is designed according to applicable
legislation and standards. Delegated act should provide all requirements that certifying body should take into
account, including cybersecurity, privacy, service level agreement, business continuity, transparency of
contractual terms and costs.

“How far do you agree with the following sentence: ‘| am willing to bear extra costs
for using a certified service provider'?
Fully agree
® Somewhat agree
Neutral
Somewhat disagree
Fully disagree
Other (please explain)

*In your opinion, what would be the most appropriate certification process for DPP

service providers?
[1] DPP service providers would sign a self-declaration.
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[2] DPP service providers would be certified by a combination of self-declaration and certification by an accredited
third party based on already-existing accreditation schemes.

[3] The European Commission would be in charge of certifying DPP service providers.

[4] The European Commission would oversee the accreditation of conformity assessment bodies, which will certify
DPP service providers.

[5] The certification would take the form of an accreditation — as the last level of public control in the European
conformity assessment system. This would imply that the accreditation of conformity assessment bodies is
overseen by national accreditation bodies.

- Self-declaration[1]
Hybrid certification process based on self-declaration and certification by an
accredited third party[2]
7 Certification of service providers by the European Commission[3]

Certification by conformity assessment bodies + accreditation of these bodies

by the European Commission[4]

© Certification by conformity assessment bodies + accreditation of these bodies
by Member States (national accreditation bodies)[5]

~ Other (please explain)

“Please explain why you consider the option you selected at the previous question
to be the most appropriate.

This is existing practice for placing products at the EU market.

Final remarks

“Please provide any further comments or additional information here:

No further comments

“Would you be interested in participating in a targeted consultation?
® Yes
’ No

*Please leave your contact email

sg@aioti.eu
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Please upload any additional documents (e.g. position papers) to support your

contribution to the consultation.
Only files of the type pdf,ixt,doc,docx,odt,rif are allowed

Contact

GROW-DIGITAL-PRODUCT-PASSPORT@ec.europa.eu

15





