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Annex |, Class |

2. Standalone
and
embedded
browsers

In this context, a browser provided by a product system is not
sold independently and cannot be considered as a core
function of the product. Therefore, is recommended that such
a browser that is infegrated info the product system is not
included in the Product with Digital Elements (PwithDE).

Recommended that browsers which are intfegrated
info the product system (since they are not sold
independently) should be excluded from the Product
with Digital Elements (PDE) scope. Furthermore, we
propose to modify the following text, in the technical
description, FROM "Embedded browsers are browsers
that are infended for integration into another system or
application.", change INTO: "Embedded browsers are
browsers that are designed to be integrated into
another system or application and can be placed on
the market separately".
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5. Products with
digital elements
with the
function of
virtual private
network (VPN)

In this context is emphasized that "Products with digital
elements enabling access to a restricted-use logical computer
network™. This statement is different the general definition in the
original CRA, of important products and key products, which
emphasizes that the product type should be defined based on
the core functions of the product and not just to Products with
digital elements enabling certain functions.

Following the definition of CRA, please modify the
following technical description, FROM: “Products with
digital elements enabling access to a restricted-use
logical computer network that is constructed from the
system resources of a physical or virtual
network..."change INTO: "Products with digital
elements' core functionality is access to a restricted-
use logical computer network that is constructed from
the system resources of a physical or virtual network...".
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5. Products with
digital elements
with the
function of
virtual private
network (VPN)

It is not clear whether the software-based VPN service is
included in the scope of such products.

Recommended to clarify whether the software-based
VPN service is included in the scope of such products.
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8. Boot
managers

Currently, the role of a Boot Manager is to configure and
manage the Boot Option, which does not contain the boot
loaders function.

In this context, since currently the role of a Boot
Manager is to configure and manage the Boot Option,
which does not contain the boot loaders function, it is
recommended to modify the technical description
FROM: “Software products with digital elements that
allow users to select boot options or load the operating
system kernel or some of its elements and other system
resources into the main memory of a device after it has
been powered-up or restarted.” INTO: “Software
products with digital elements that allow users to select
boot options intended to load the operating system
kernel or some of its elements and other system
resources into the main memory of a device after it has
been powered-up or restarted.”
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8. Boot
managers

Currently, the role of a Boot Manager is to configure and
manage the Boot Option, which does not contain the boot
loaders function.

In this context, since currently the role of a Boot
Manager is to configure and manage the Boot Option,
which does not contain the boot loaders function, it is
recommended to modify the technical description
FROM: “This category includes but is not limited to
single-stage and multi-stage boot loaders as well as
boot managers allowing users to select boot options.”,
change INTO: “This category includes boot managers
allowing users to select boot options.”
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8. Boot
managers

Currently, the role of a Boot Manager is to configure and
manage the Boot Option, which does not contain the boot
loaders function.

In this context, since currently the role of a Boot
Manager is to configure and manage the Boot Option,
which does not contain the boot loaders function, it is
recommended to clarify whether boot managers that
do not have the user-configurable function are
included in the Products with Digital Elements
(PwithDE).




The key role of using security features within the product is to

In this context, the key role of using security features
within the product is to mitigate the security threat to
the product, therefore this category should be
specifically targeted at systems that manage
asymmetric keys and certificates that are
independently marketed. It is therefore, recommended

?. Public key mitigate .T.he security threat to the produc-t In this contex-T, key fo modify the technical description FROM:“Products
. infrastructure and certificate management are the basis of such security . . .
Alliance for Al, IoT and - R ; with digital elements used as part of a public key
. and digital features and is therefore recommended that such scenarios .
Edge Computing Annex |, Class | - te s R L cryptography scheme to manage asymmetric
- cerfificate should not fall within the scope of such Products with Digital . . o . .
Innovation IVZW (AIOTI) . . . - cryptographic keys and digital certificates, including
issuance Elements (PwithDE). In particular, this category should be ) L S L
o : their creation, issuance, distribution, validation,
software specifically targeted at systems that manage asymmetric keys T X
e . renewal, storage or revocation.”change INTO:
and certificates that are independently marketed. “ . L
Products with digital elements serve as a standalone
management system for asymmetric cryptographic
keys and digital certificates, including their creation,
issuance, distribution, validation, renewal, storage or
revocation."
Clleriig s iftstig o e esenaien of sueh Fesues wilh Bighe Eres [EI2 5 @ grelblm of @ eeer produe;
. . . . identification considering that all products with digital
. Elements (PwithDE) techniques, since there is a problem of a . N : .
. 10. Physical . e L . elements have physical or virtual interfaces, it is
Alliance for Al, loT and . clear product identification considering that all products with X s
. and virtual . . . . recommended to provide product form description
Edge Computing Annex |, Class | te digital elements have physical or virtual interfaces, and e -
; network . ; . and specific product examples for such PwithDEs. In
Innovation IVZW (AIOTI) . therefore, it is not possible to guide the manufacturer to . X
interfaces . . particular, examples of products that belong to this
perform the corresponding conformity assessment by .
el A eI o PwithDE type and other examples of products that do
g the p ype- not belong to this PwithDE type.
Since currently implement only Layer 2 forwarding, plug/
and-play features it is recommended that the following
. . technical description should be modified FROM: " This
12. Routers, Currently, unmanaged switches are not having a . . s
category includes but is not limited to unmanaged
N modems management plane, no software, no software, no R . | .
Alliance for Al, loT and . ) . . . A switches, smart switches and managed switches.",
) intended for configuration, nor security functions. They implement only v .
Edge Computing Annex |, Class | . . should be changed INTO": "This category includes but
. the connection Layer 2 forwarding, plug-and-play features. Therefore, : L ) )
Innovation IVZW (AIOTI) . X . is not limited to smart switches, managed switches.
to the internet, unmanaged switches should be excluded from this Products L .
. . L X Furthermore, it is noted that the unmanaged switches
and switches with Digital Elements (PwithDE) type.
do not have a management plane and only
implement Layer 2 forwarding functions. Therefore,
they are not included in this product category.”
This product category is focusing on “Microcontrollers with
14, security-related functionalities”. However, it is not clearin the  |Since it is not clear in the technical description what is
Alliance for Al, IoT and Microcontroller technical description what is meant by “security-related meant by “security-related functionalities, it is
Edge Computing Annex |, Class | s with security- [te functionalities”. This missing clarity will cause that recommended to clarify the microcontrollers with

Innovation IVZW (AIOTI)

related
functionalities

manufacturers will not be able to perform the corresponding
conformity assessment in accordance with the manufacturer
product types.

security-related functions through for example product
examples or technical descriptions.




Alliance for Al, IoT and

14.
Microcontroller

This product category is focusing on “Microcontrollers with
security-related functionalities”. However, it is not clear in the
technical description what is meant by “logical attacks” and

Since it is not clear in the technical description what is
meant by “logical attacks”, it is recommended to
clarify and explain, in the technical description, what is

Edge Computing Annex |, Class | s with security- [te by*which provide countermeasures against logical attacks”. o . .
. L ) . ; meant by “which provide countermeasures against
Innovation IVZW (AIOTI) related This missing clarity will cause that manufacturers will not be . M . .
. - . R . logical afttacks”, and as well provide examples of logic
functionalities able to perform the corresponding conformity assessment in
: attack defense.
accordance with the manufacturer product types.
This technical description mentions “process natural language
prompts” as a key element of this Products with Digital Since the “natural language prompts” are not clearly
Alliance for Al loT and 16. Smart home Elements (PwithDE) type. However, since the “natural defined, it will be not possible to perform the
. general language prompts” are not clearly defined, it will be not corresponding conformity assessment in accordance
Edge Computing Annex |, Class | . te . . . N o
Innovation IVZW (AIOT) purpose virtual possible to perform the corresponding conformity assessment  |with the manufacturer product types. Therefore in this
assistants in accordance with the manufacturer product types. Therefore |technical description, the "natural language
in this technical description, the "natural language prompts”should be clearly defined.
prompts”should be clearly defined.
Since “wristband devices” are already classified as
"personal wearable products" of important products
Currently this category includes “wrist bands with integrated and therefore, Thgy should not be mc'luded in the .
. - . scope of such PwithDE category again. Therefore, it is
3. Smartcards secure elements”; However, wristband devices are already . .
_ - " e recommended to delete the text “wrist bands with
. or similar classified as "personal wearable products” of important . " . .
Alliance for Al, IoT and . . . integrated secure elements”’and modify the fechnical
. devices, products and therefore, they should not be included in the . s . .
Edge Computing Annex I . : te . . . . description FROM: " This category includes but is not
. including scope of such PwithDE category again, which results in scope |, . .
Innovation IVZW (AIOTI) N - . - limited to replaceable sim cards, payment cards,
secure crossing, which ultimately affects the ability of manufacturers hysical access cards. digital tachoaranh cards or
elements to perform the corresponding conformity assessment in Py - dig grap

accordance with the manufacturer product types.

wrist bands with integrated secure elements.” change
INTO: “This category includes but is not limited to
replaceable sim cards, payment cards, physical
access cards, digital tachograph cards.”




